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1. ONPEOENEHUA / DEFINITIONS

1.1. Bank — AxunonepHoe oOmecTBa «/lern36ank MockBay»
(coxpamennoe HaumeHoBaHne - AO «/lenm36ank MockBay),
munensus banka Poccum Ha ocymecTBiieHHE OaHKOBCKHX
onepanuii Ne 3330 ot 15 mexabps 2014 r.

1.2. KineHT — OpUANYECKOE JIUIO WIM HHIMBHIYaJIbHBII

MpeanpuHUMaTeNlb, uMeroniee(uit) B bBaHke OTKpBITHIC
0OaHKOBCKHUE CU€Ta.
1.3. JoroBop — J[loroBop O TMpPEIOCTaBICHHUH YCIYr C

HCIIOIL30BAHUEM CHCTEMBI HUCTAHIIMOHHOI'O OaHKOBCKOTO
obcnyxuBanus «Kmuenr-bank» B AO «/lenn30ank Mocksay,
3aKJII0YaEMbIil Ha OCHOBAaHMHU IpelcTaBieHHOro KnueHntoMm B
Bank 3asBneHus Ha mpemocraBieHue ycuayr «Kmment-bank»
(iBank 2) myrem mpucoemuHeHHsT K HactosmmMm OOmmm
YCIIOBHSIM B COOTBETCTBHH CO craTheil 428 I'pakmaHckoro
kogekca Poccuiickoit denepanuu

14. Cucrema «Kauenr-Bank» (mamee 10 TEKCTY
«CucremMa») — KopropaTHBHAas HH()OPMAIMOHHAS CHCTEMa

JUCTAHIIMOHHOTO 6aHKOBCKOTO 00CITy)KUBaHUS,
IpeACTABISIONIAst coboit KOMIIIEKC IIPOrpaMMHO-
TEXHUYECKUX  CPEACTB,  MO3BOJLIIOIMX  OCYIIECTBUTH

co3laHue, mepefady IO 3allMIIEHHOMY KaHaly CBS3H C
UCIIONIb30BaHUEM NPOTOKoda SSL M XpaHeHHe MIIaTeXHBIX U
WHBIX JJICKTPOHHBIX JOKYMEHTOB, a TaKXE 3JEKTPOHHBIX
KOIUH JOKYMEHTOB, W MpeIHa3HauYCHHAs A1 (POPMUPOBAHUS
JJIEKTPOHHBIX JTOKYMEHTOB, & TaK)XX€ 3JIEKTPOHHBIX KOIHH
JOKyMEHTOB C TIOMOIIBIO CPEACTB KPUNTOrpaduuecKOH
sammtel  mHGopMammm (CK3UM), wx coctaBmeHWs W
TIOJNIMCAHUSL C WCIIOJb30BAHMEM 3JEKTPOHHOW MHOANHUCH, U
oOmeHa nmu Mexay Kinrentom n bankom.

1.5. DyeKTPOHHBIN AOKYMEHT (fajee no Tekcty — «/1») —

JOKyMEHTUPOBaHHAs MHQpOpMalMs, NpEACTaBICHHAas B
ANIEKTPOHHO# (opMe, TO ecTb B BHJE, NPHUTOAHOM JUIA
BOCIIPUSITHSL YEJIOBEKOM C MCIOJIb30BAHUEM 3JIEKTPOHHBIX
BBIUMCIIMTENbHBIX MaIMH, a TakkKe I8 Tepefadu 110
Cucreme, nognucanHas koppektHoi 11 u umeronas paBHyo
IOPHAMYECKYI0O CWJIy C QHAJOTMYHBIM JOKYMEHTOM Ha
OyMa)XHOM HOCHTElE, IOANMCAHHBIM COOCTBEHHOPYYHBIMH
TIOJTNUCSIMA  YIIOTHOMOUYCHHBIX JIMII W 3aBEPEHHBIM (TIpH
HEOOXOUMOCTH) OTTHCKOM TiedaTH (€clii OHa ecCTh),
HE3aBHCUMO OT TOTO, CYIIECTBYIOT TaKHWe€ NOKYMEHTHI Ha
OyMa)XHbIX HOCUTEIsIX WM HeT. JIoCTOBepHOCTH |
KoH(puIeHIMaIbHOCTh DJ] obecneunBaercs cpeactamu O,
3alIMTO  OT  HECAHKUMOHMPOBAaHHOTO  JIOCTyNa |
COOJIIO/ICHMEM ~ YCT@HOBJIGHHOTO PEXHMa  SKCIUTyaTaluH
APM.

1.6. DaekTpoHHas KONMHMA JOKYMEHTa (aiee 1Mo TEKCTY —
«IKJI») — napopmanus B 3nekTpoHHOU (opme (Bux D] B
BU/I€ CKAaHMPOBAaHHOW KOIHMHM JOKYMEHTa Ha OyMaKHOM

HOCI/ITCJ’IG), HallpaBJICHHAsI 4Ye€pe3 CI/ICTeMy B Ka4C€CTBC
BJIOXXCHHUA B COO6III€HI/I€, IIOANMHNCAaHHOC SHCKTpOHHOﬁ
TIOAITHUCBIO.

ITonoxenns Hactosmux OOMIMX YCIOBHMA, YCTAHOBJICHHBIE H
WCTIONb3yeMble B OTHOmEHWH OJI, TNpUMEHSIOTCS |
ncnone3ytorcss B otHomeHnu OKJI B Toil Mepe, B KOTOpPO
OHM He mnpotuBopedaT cymectsy OKJ[ wum mpsamo
YCTaHOBIEHHBIM HacTosmuMu OOIMHUMU  yCIOBUSIMH B
otHomeHnH DK/ moaoxxeHusIM.

1.7. DnexrponHas moamuch (manee mo Tekcry «II») —
uHpOpManUs B  JJCKTPOHHOW (Qopme, co3maHHAas C

1.1. Bank means Joint Stock Company "Denizbank
Moscow" (abbreviated name - JSC "Denizbank Moscow"),
license of the Bank of Russia for banking operations No.
3330 dated December 15, 2014.

1.2. Client — a legal entity or individual entrepreneur who
has open bank accounts with the Bank.

1.3. Agreement means an Agreement on the provision of
services using the remote banking system in JSC
"Denizbank Moscow", concluded on the basis of an
Application submitted by the Client to the Bank for the
provision of services "Client-Bank" (iBank 2) on accession
to these General Terms in accordance with Article 428 of
the Civil Code of the Russian Federation

1.4. The "Client-Bank™ system (hereinafter referred to as
the ""System'") means corporate informational system for
remote banking services comprising a set of software -
hardware, allowing creation, transfer through the protected
communication channel with use of protocol SSL and
storage of payment and other electronic documents as well
as electronic copies of the documents and designed for
making out and approval the electronic documents as well
as electronic copies of the documents with cryptographic
information protection facilities (CIPF), forming and
signing of them with an electronic signature and
transmission of them between the Client and the Bank.

1.5. Electronic document (hereinafter referred to as the
“ED”) means a documented information presented in
electronic form, that is, in a form suitable for human
perception using electronic computers, as well as for
transmission through the System, signed by a correct ES
and having equal legal force with a similar document on
paper, signed with the handwritten signatures of
authorized persons and certified (if necessary) by a seal
impression (if any), regardless of whether such documents
exist on paper media or not. The reliability and
confidentiality of the ED is ensured by means of the ES,
protection against unauthorized access and compliance
with the established operating mode of the automated
control system.

1.6. Electronic copy of the document (hereinafter
referred to as the “ECD”) means an information in
electronic form (type of the ED as a scan copy of the
document on a paper carrier) transmitted through the
System as an attachment to a message signed by an
electronic signature.

The provisions hereof which are established and used in
relation to ED are applied and used in relation to the ECD
to the extent that they do not contradict the essence of the
ECD and the provisions directly established hereby
regarding the ECD.

1.7. Electronic signature (hereinafter referred to as the
“ES”) means an information in electronic form created
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UCIIONIb30BAHUEM  CPEJICTB  OJJIEKTPOHHOM  NOANMCH U
MOJTyYeHHAs B pesynbrare KpHIITorpaguieckoro
npeoOpa3oBaHuss MHPOPMAIMK C HCIOJIb30BAaHHEM KJIIOYa
9JIEKTPOHHOM MOAIUCH, KOTOpash NPUCOEIMHEHAa K IpYyroi
nHpopManmu B DIEKTPOHHOH (opme (TIOANMHCHIBAEMOI
nHpOpPMALMK) WJIM HWHBIM OO0pa3oM CBs3aHAa C TaKoOi
nHpOpManMed W KOTOopas IO3BOJACT OIPEACIUTH JIUILO,
MOINNCEIBaroIee  HHGOPMAIMIO, ©  yCTAaHOBUTH  (PAKT
BHECCHUS M3MCHEHHMH B JIICKTPOHHBIH JOKYMEHT IIOCIe
MOMEHTAa €ro MOAIICaHUS.

18. Kawu 3III - yHHKalmbHas MOCJIEJOBATEIFHOCTh
CHUMBOJIOB,  NpeAHa3HadeHHas  Juii  co3manms  OIl,
(dopmupyemas CTOpOHOW, KoTopass mnoamucbiBaeT O, u
W3BECTHAsI TOJBKO EH.

VYHHKaIbHOCTh MOCIIEI0BATEILHOCTH CUMBOJIOB O3HAYaeT To,

YTO  BEPOSATHOCTH  CHOPMHUPOBATH Ty K€  CaMmylo
MOCIEI0BATENbHOCTE  CHUMBOJIOB B TEUCHHE  BpPEMEHU
UCTIONB30BaHMA KJII0Ya JI0 €ro IUIAaHOBOHM 3aMEHBI ONMM3Ka K
HYJIIO.

1.9. Karou NMpPOBEPKHU oI - YHHUKaITbHas
MIOCJIEI0BATENILHOCTE CHMBOJIOB, OJHO3HAYHO CBS3aHHAS C
Kmrouwom OIl w mpenHa3HaueHHass AJs  [POBEPKHU

nogmuaHocT  OIl. Kirou mpoepku  OI1  dopmupyercs
noxnuckiBaromeii  Croponoir B mape ¢ Kmouom OII
YHHUKaTBbHOCTh MOCIEI0BATEIbHOCTH CUMBOJIOB O3HA4aeT To,
YTO 3Ta MOCIE0BATEIBHOCTh OJHO3HAYHO HICHTU(PHUIUPYET
OIl, BBHINONHEHHYHd C  HCIHOJB30BAaHHEM  TOJBKO
cootBeTcTBYyMOIIEro Kitoua OI1.

1.10. KimroueBoii Hocurens — ¢pusndeckuii Hocutens Kiroda
OIl, mpenna3zHaueHHBIH s QopmupoBanus DI Ha O] u
oOecrieunBarommii HenspiaekaeMoctsb Kiroua DI1.

1.11. Baapenen Cepruduxara Kmroua mposepku III —
npeactaButens Knmenta wnm banka, kotopomy B
ycraHoBiieHHOM @DenepanbHbBIM 3aKOHOM TOPSIIKE BBIAAH
Ceprudukar Knroua nposepku JI1.

1.12. Ceprudpuxar Kiawua npoepku III — 351eKTpOHHBIH
JOKYMEHT WJIM JOKYMEHT Ha OyMaXHOM HOCHUTEIe,
opopmisiembiii  KimeHToM W BbIZaHHBIA  BaHKOM,
MOJITBEp XK AAIOINK MTpuHaanexxHocTs Kiroua Ilposepxu OI1
BIAZEIblly CcepTUUKATa KI0Ya IPOBEPKH HIEKTPOHHOM
TIOJITTHCH.

1.13. Komnpomeranusi Kmroua III — yrtpata moBepus X

Kimtouy OIl no mnpuyvHEe HACTYIUIEHHMSI OJHOTO  WJIM

HECKOJIBKUX M3 CIEAYIOINX COOBITHHI:

e  yrpata uiu nopya Kimroueoro Hocurens;

e yrpata Kirogesoro Hocurens ¢ nocnemyrommM
00HapyKEHUEM;

. yTpaTa Kitouel oT ceiida (B TOM 4Hciie ¢ MOCIeyOINM
OOHapy>KeHHEM) B MOMEHT HAaxXOXJIEHUS B HEM
Knrouesoro Hocurens;

e  joctyn mnocropoHHux jui K KiroueBsim Hocutensam
100 TOI03pEHHME, YTO TAKOH JJOCTYI UMEJ MECTO;

e WHBIE OOCTOSATENhCTBA  MPSMO KM KOCBEHHO
CBUJIETEJILCTBYIOLINE O HECAHKIMOHUPOBAHHOM JOCTYyIIE
Tperbux i (He Bmagensma Ceprudukata Kiroua
mposepku DII) k Kirrouesomy Hocuremnto, Kiroay OI1 mmn
CucteMe  wWiIM  BO3MOXHOCTH  Takoro  JOCTyma
(sersBeHHBIe KitmenToMm n/nin bankom).

1.14. Cyer — OaHKOBCKHI cYeT, OTKpHITBIH KimeHTOM B
banke, npoBeneHue onepanuii 10 KOTOPOMY IIPOU3BOJUTCS C
nomo1sio CHCTEMBI.

using electronic signature tools and obtained as a result of
cryptographic transformation of information using an
electronic signature key, that is attached to the other
information in electronic form (information to be signed)
or joined with that information by another way and that is
used for identification of the person signing the
information and establishing the fact of making changes to
the electronic document after the moment of its signing.

1.8. ES Key means a unique sequence of characters
designed to form an ES to be composed by the party
signing ED and known to that party only.

The unique sequence of characters means that the
possibility to form the same sequence of characters during
the definite period of time of the key use until its planed
change is nearly equal to zero.

1.9. ES verification key means a special unique sequence
of characters, unequivocally related to the ES Key and
designated for verification of ES authenticity. The ES
verification key shall be formed by a signing Party
together with the ES Key.

Unique sequence of characters means that that sequence
unambiguously identifies the ES, formed with use of the
corresponding ES Key only.

1.10. Key Carrier means a device containing the Key of
ES and designated for forming ES on ED and ensuring
anti-handling of ES Key.

1.11. Owner of Certificate on the ES verification key
means the representative of the Client or the Bank to
whom, in accordance with the procedure established by the
Federal Law, a Certificate on the ES verification key was
issued.

1.12. Certificate on the ES verification key means a
document on a paper carrier, being formed by the Client
and the Bank and containing a print-out of the ES
verification key and designated for verification of ES
authenticity on ED and identification of the User of the ES
Key.

1.13. Compromise of the ES Key means the loss of
confidence in the ES Key due to the one of the following
events:

* loss or damage of a Key Carrier;

* loss of a Key Carrier with subsequent detection;

* loss of the keys to the safe (including subsequent
detection) at the time when the Key Carrier is in it;

» access of unauthorized persons to Key Media or
suspicion that such access took place;

« other circumstances directly or indirectly indicating the
unauthorized access to the Key Carrier, the ES Key or to
the System by third parties or the possibility of that access
(revealed by the Owner of Certificate on the ES
verification key).

1.14. Account means the bank account opened by the
Client with the Bank operations on which are managed
through the System.
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1.15. IlnanoBas 3amena Kiroueii D11 — 3amena Kiroueit D11
OCYIIECTBIIsIEMAs C MEPUOJAUYHOCTEIO HE MCHEE OJTHOTO pasa
B I'OJI C JaThl Hayajla UX JeHCTBUI.

1.16. BremianoBasn 3aMeHa Karoueid ClIR
MPUHA/JIeKAIIEro KOHKPETHOMY Baagensny
Cepruduxara Kmoua mnposepku 3III, ocymectBusercs
pu:

- Kommpomeranuu storo Kirroua JI1 mnn momo3peHnn Ha €ro
Kommnpomeranuto;

- TOBPEXICHHHM IPOTPAMMHO-TEXHHYECKUX CpEICTB, Ha
KOTOPBIX ycTaHOBJIeHA CHcTeMa;

- mojy4eHnH baHKoM cBeaeHMid U3 TOCyIapCTBEHHBIX M HHBIX
WH(OPMALMOHHBIX CHCTEM O TNPEKpaICHUH IOTHOMOYMM
€IMHOJINYHOTO HCIOJHUTEIBHOTO OpTraHa W/WIM WHBIX JIHII,
YIIOJHOMOYEHHBIX JeHCTBOBaTh OT uMeHH Kimenra 6e3
JI0BEPEHHOCTY;

- 1o 3asBieHnto Kimenra.

1.17. BJoKHpPOBOYHOE CJOBO — YyHHKaIbHOE CIIOBO,
ompenensieMoe Kimentom npu peructpamuu B Cucteme,
ucnonezyemMoe bankoM 1 uneHtudukanun Kiuwenra npu
ero obpaiieHuu 1o TeleoHy B BaHK ¢ IeNBI0 CPOYHOrO

W3MEHEHHWsS  HACTpoeK,  OnokupoBkm  kmoda  OII,
MOJATBepXAeHUs  ImaTexkedl KnmeHTa WM B HMHBIX
YCTAHOBJICHHBIX coTrjamieHneM Mexnay bankom u Kinmenrom
CIIydJasx.

B cnydae yrtpatet Knmenrtom brnoxupoBouHOro ciioBa B
cutyanuu, korma Cucrema 3abimoxupoBaHa bankom 1o
OCHOBAaHMAM, YCTaHOBIEHHBIM JlOrOBOpOM, NpEACTaBHUTENb
Knmenta gnomxeH sBUTBCS B baHK He3aMeIMTENbHO W
npenoctaButh baHky HoBoe biokmpoBounoe cmoBo. B
MIPOTUBHOM citydae baHk He OyneT HecTH OTBETCTBEHHOCTh 3a
HEBO3MOXHOCTh CBsi3M ¢ KimeHTOM paiIs HampaBiIeHUS
Knuenty  yBemomieHuid W TpPOBENEHUS  IUIATEXeEl,
OCyIIECTBICHHBIX 0e3 cormacusi KimeHTa, a Takke HHBIX
npeaycMOTpeHHbIX JJoroBopoM cooOrieHuii 1 HHGOpMaLuH.

1.15. Planned change of the ES Key means a change of
the ES Key being executed not less than once a year since
the date of the commencement of their validity.

1.16. Extraordinary change of the ES Key belonging to
a specific Owner of the Certificate of the ES
Verification Key, means:

- Compromise of the ES Key or suspicion of the
Compromise of the ES Key;

- damage of a set of software — hardware on which the
System is installed;

- receipt by the Bank of information from state and other
information systems on the termination of the powers of
the sole executive body and/or other persons authorized to
act on behalf of the Client without a power of attorney;

- upon the Client’s application.

1.17. Lock word means a unique word to be determined
by the Client during its registration in the System and to be
used by the Bank to identify the Client calling to the Bank
in order to urgently change the settings, lock the key of the
Item instance, confirm the Client's payments or in others
cases set out in the agreement between the Bank and the
Client.

In case of loss of the Lock word by the Client in the
situation when the System is blocked by the Bank on the
grounds established hereby, the Client’s representative
shall come to the Bank immediately and provide the Bank
with a new Lock word. Otherwise, the Bank shall not be
liable for the inability to communicate with the Client in
order to notify the Client and make payments made
without the Client’s consent as well as other messages and
information stipulated hereby.

2. OBLLUME NMOJIOKEHWA / GENERAL PROVISIONS

2.1. Hactosmue OOmme yclnoBHs MPEIOCTaBICHHUS YCIYT C
HCIIONIB30BAaHUEM CHCTEMBI JUCTAHIIMOHHOTO OaHKOBCKOTO
obocmyxuBanms  «Knment-bank»  (mamee —  «OOmme
YCIAOBHUSI») DPETYIHPYIOT OTHOIICHMS, BO3HMKAIOUIUE IIPH
noakmoueHuu bankom Knuenta k Cucreme u ganbHeHIemMm
ocymectBiienun obmena DJ] mo Heill. bank obecnednBaer
npefocTtapieHne KiMeHTy ycioyrm 1O JIUCTaHIIHOHHOMY
0aHKOBCKOMY OOCHY>KMBaHHUIO B COOTBETCTBHH ¢ OOmmMu
YCIOBHAMH, AEHCTBYIOUIMMH Ha MOMEHT OKa3aHHUA ycIyru. B
ciydae  HW3MCHEHHS JICHCTBYIONIETO  3aKOHONATEIBCTBA
Poccuiickoit ®Deneparun, OOmme yciaoBus NEHCTBYIOT B
YacTH, HE NPOTHBOpeYallel 3akoHoAaTenscTBY Poccuiickoit
Denepanui.

2.2. Hacrosimue OOmme yciioBHsi pa3MeNIaloTCsl Ha caiTe
banka B cetn UnTepHET 10 aapecy https://www.denizbank.ru.
2.3. 3axmouenue JloroBopa  OCYIIECTBIISIETCS  IyTEM
HampasieHus: (nmogaun) Knuentom B bank 3asBieHus Ha
npenoctaBienne ycnyr «Kmment-bank» (iBank 2) AO
“Jleam30ank MockBa” (odepTsl) Mo ycTaHoBIeHHONW Bankom
¢dopme wu akmenta ero baHkoM B yCTaHOBIEHHOM
HactosmuMu OOIIKMME yCIOBUSIMU TTOPSIZIKE.

2.4. TepMuHBI W oOmpeJeNieHus, ucroib3yemble B OOmux
YCIIOBHSX C 3arJIaBHOW OYKBEI, HCIIONB3YIOTCS B 3HAYCHUSX,

2.1. These General Terms and Conditions for the Provision
of Services using the Customer-Bank Remote Banking
System (hereinafter referred to as the "General Terms")
regulate the relations arising when the Bank when the
Bank provides the Client with a connection to the System
and further exchange of ED on it.

The Bank provides remote banking services to the Client
in accordance with the General Terms in force at the time
of rendering the service. In case of changes in the current
legislation of the Russian Federation, the General Terms
apply to the extent that they do not contradict the
legislation of the Russian Federation.

2.2. These General Terms are posted on the Bank's website
on the Internet at https://www.denizbank.ru.

2.3. The conclusion of the Agreement is carried out by
sending (submitting) by the Client an Application on
rendering Client-Bank services (iBank 2) JSC “Denizbank
Moscow” (offer) in the form established by the Bank and
its acceptance by the Bank in accordance with the
procedure established hereby.

2.4. The terms and definitions used in the General Terms
with a capital letter are used in the meanings set out in
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ycTaHOBICHHBIX B Pazzene 1 HacTosmux OOmuUX yCIoBUH.
2.5. Bank o00s3yercs mepenath CICIUaIbHBIC CpPEACTBa
3alIUThl UHPOPMALMU U 00CCIICUUTh OC30TACHBIA JOCTYN K
Cucteme, a KineHT 00s3yeTcs MPUHATh U UCIOJB30BaTh UX
Juisd iepenayu D/ B yCTAaHOBICHHOM HOPSIKE.

Section 1 hereof.

2.5. The Bank undertakes to transfer special means of
information protection and secure access to the System,
and the Client undertakes to accept and use them for the
transfer of ED in accordance with the established
procedure.

3. 3AWWUTA MHOOPMALIUU NPU OBMEHE 3/, / INFORMATION PROTECTION DURING ED EXCHANGE

3.1. Cucrema 3amuthl HHGOPMAIMH BKIIOYALCT:

e ucnomnb3oBanue Kiroua OI1 u Kiroua nposepku OI1 npu
noanucanuu DJ1;

e cucTeMy mapoied M HHbBIe CcpeAcTBa 3amuTel OJ[ ot
HECAaHKIIMOHUPOBAHHOTO NMTPOCMOTPA, MOAN(DHUKAIIIH HITH
YHHYTOXCHUS TIPH BO3MOKHOM II€pPEXBaTe B KaHalax
CBSI3W;

®  TIPOBEPKY COOTBETCTBUSA coniepkUMoro DJ1 TpeboBaHMsIM
3aIUTHI OT HECAHKIIMOHNPOBAHHOTO JOCTYTIA;

e u1aHoBYyIo 3aMeny Kiroua OI1;

e  BHeIUIaHOBYIO 3aMeHy Kiroua OI1.

uHpopManuu baHKOM MpenOCTaBISAIOTCS
1 k OOwum

Jnsg  3amursl
yCIyrd, ykasaHHele B [Ipunoxenun No
YCIIOBHSIM, cornacHO Tapudam banka.

[lepeyeHP KOHKPETHBIX YCIYT 1O IOMOJHHUTEILHOW 3aIuTe
nHpOpPMaNNH, MOIeKANNX oOkKazaHuio bankom Kiumenry,
KimeHT ykaspIBaeT B 3asiBIICHHH HA TPEIOCTABICHHUE YCIYyT
«Knuenr-bank» (iBank 2) AO “Jlenn3z6ank Mocksa”.

3.2. lnsa npusHanus aeictButensuoctu Kiroua OI1 un Kiroua
nposepku OI1 Knmenta CTopoHbI 0053yIOTCS BBINOJIHUTH
cleAyoIIe 1eUCTBUS:

3.2.1. bank o00s3yercs mepenarh KimeHTy ycTpoicTBa CO
BCTPOCHHOM CHUCTEMOM KpPUNTO3AIIUTBl W HHCTPYKLUH,
HEOOXOIUMBIE TSI CKAYMBaHMS MPOTPAMMHOTO 00eCTIeUeHU
JUTsL UCTIoNTb30BaHusl CHCTEMBI,

3.2.2. KimmeHT 00s3yeTcst  3arpy3uTh  IPOTPaMMHOE
obecrieueHne CoriacHo MoJIydYeHHbIM OT baHka MHCTpYKIMsIM
u 3aperucTpupoBaTh MHpopManmoo o KimeHre ¢ ykaszaHuem
BbnokuposouHoro ciosa B Cucreme;

3.2.3. Kuwmentr o06s3yercs cdopmupoBath Ha KitoueBom
Hocutene B Cucreme Kmou OII u pacrnedarats B Cucreme
Ceprudukar Kitoua nposepku DI B OTHOIIEHHH KaKAOTO
Bnanenen Ceprudukara Kitoua nposepku OI1;

3.2.4. VYnomHomoueHnoe Juio Kiumenra o0s3yercs B
MIPUCYTCTBUH COTpyIHHKa baHka moxamucare pacredyaTaHHbIE
Ceptudukatel Kimroua mposepku OI1 B 2-X 3K3eMIUIpax H
NIPEACTaBUTh  HaJuIeXame  OoQGOpPMIIEHHBIE  JIOKYMEHTHI,
MOATBEpXkKAatomye mnonHomouns Bragensna Ceprudukara
Kiroua nposepxku II1;

3.2.5. bank wunentuduumpyer mnpenacrasurens Kimenta
(3asBUTENST) MPH €ro JIMYHOM HPHUCYTCTBHU W CPABHUBAET B
CuctemMe [naHHBIE, COJEpXKAIIecs B MPEIOCTABICHHOM
pacneqaranHom Ceptudukare Kiroua mnposepku OII, ¢

naHHbBIMKA - uneHTH(ukaropa Kimoga mpoepkm Ol wu
NIPEACTaBICHUEM Kiroua TIPOBEPKH oIl B
IIeCTHAAATEPUIHOM BHUJIE, coaepkamuMucs B Cucreme;

3.2.6. llpu wunentudukanuu npenacTaBuTens Kiauenta

(3asBUTENSI) U COBMAJCHWUU JaHHBIX, YKa3aHHBIX B M. 3.2.5.
Hacrosmux O0mux ycnosuid, Kirou OI1 akTuBupyercs;
3.2.7. llocne axtuBauuu Kmroua D11 bank Bo3Bpaiuaer oauH

3.1. Information protection system hereunder includes:

e use of the ES Key and the ES verification key during
ED signing;

e system of passwords and other devices for the ED
protection ~ from  non-authorized reviewing,
modification or elimination in case of possible
intercept in communication channels;

e examination of conformity of the ED content to the
requirements of protection against a non-authorized
access;

o planned change of the ES key;

extraordinary change of the ES key.

For the protection of the information the Bank shall render
the services indicated in Annex 1 hereto subject to the
Bank’s tariffs.

The list of the services to be rendered by the Bank to the
Client, the Client shall indicate in the Application on
rendering Client-Bank services (iBank 2) JSC “Denizbank
Moscow”.

3.2. In order to admit the validity of the ES key and ES
verification key the Parties shall perform the following
actions:

3.2.1. the Bank shall transfer to the Client the devices with
imbedded cryptographic protection system and instructions
for download the soft-ware needed to use the System;

3.2.2. the Client shall download the soft-ware according to
the Bank’s instruction and register information about the
Client with indication of the Lock word in the System;

3.2.3. the Client shall compose in the System the ES key
on the Key carrier and print out in the System the
Certificate on the ES verification key regarding each
Owner of Certificate on the ES verification key;

3.2.4. The authorized person of the Client undertakes, in
the presence of a Bank employee, to sign the printed
Certificates of the EP verification key in 2 copies and
submit duly executed documents, confirming the powers
of the Owner of Certificate on the ES verification key;

3.2.5. the Bank shall identify the Client's representative
(applicant) in his personal presence and compare in the
System the data contained in the presented hard copy of
the Certificate on the ES verification key with the data of
the identifier of the ES verification key and expression of
the ES verification key at hex contained in the System;

3.2.6. In case of successful identification of the Client's
representative (applicant) and of the coincidence of the
data indicated in item 3.2.5. hereof the ES key is activated;
3.2.7. Upon the activation of the ES key the Bank shall
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9K3EMIUIIP TOJIydeHHOro pacnedaranHoro Ceprudukara
Knroua nposepku OI1 KnueHTy ¢ yka3aHuem naTsl Hauana u
natel okoH4aHus pedictBusi Ceprudukara Kiroua mposepku
oIl

3.3. Ormena neifctBus Kmroua OII um cooTBeTCTBYIOIEro
Ceptudukara Kiroga mpoBepku OI1 MOXeT TpOW3BOIUTHCS
Knmentom B Cucreme caMOCTOSTENBHO, a TaKXkKe IIyTEM
nepeiady MICbMEHHOTO 3asBiaeHns Kinenra.

B 3asBneHnu 00sf3aTENBFHO TOJDKHBI OBITH YKa3aHBI (haMIIIHS,
nms, ordectBo Brmagemsma Ceptudukata Kiroua mpoBepku
OIl m wunmentudurarop coorBercTByomero CepTuduxara
Kiroua mpoBepxu Ol u nata, C KOTOpOH COOTBETCTBYIOLIUE
KJIFOYH, cepTU(UKAThl M moxanucaHue DJI, BBINOIHEHHOE C
UCIIONB30BAaHMEM  TaKMX  KIIO4eH W cepTU]UKaATOB,
MIPU3HAIOTCS HEIEHCTBUTEIbHBIMHU.

Jlata OKOHYaHHs [IeHCTBHS KItoueil M cepTH(UKATOB He
MOXeT OBITh paHee naaThl OTMeHbl KimeHTOM jeiicTBus
Kiroua OI1 B CucteMe WM MONYYCHHS TAaKOTO 3asiBICHUS
Bankowm (B ciydae ero mpexoCcTaBIcHHs).

3.4. AxrtuBamus HoBoro Kimiowa DIl u cooTBeTCTBYIOLIETO
Kiroua nposepku OI1 BBINOJIHAETCS B COOTBETCTBUM C II. 3.2.
Hacrosmux OOMKX yCIOBHH.

3.5. CropoHbl MpU3HAIOT, 4TO JtoOoi DI, odhopmiseMsiii,
MOJANUCHIBaeMbI M TepeAaBaemblii bankom Kimenty c
ucrnonb3oBaHueM CHCTeMBI, NPU3HACTCS IMOANHCAHHBIM
neiicreurensbHeIM KimrouoM D11 Banka.

3.6. CTOpoHBI MIPHU3HAIOT, YTO UCTOIb3yeMble MU Cucrema u
MIPOTPaMMHO-TEXHHIECKOE obecrieueHne SBIISIFOTCS
JOCTaTOYHBIMH JJIsI 00eCHIeYeHUs HaIeKHOH U 3P PEeKTUBHON
paboTsl Ipu 00paboTKe, XpaHEHHUH, NprueMe U repenade D1
Cucrema oOecrieunBacT KOHTPOJNb 32  IEIOCTHOCTHIO
nepenanHeix DJ], mommaHOCTRIO DII, mmudpoBarnem D] u
JOCTAaTOYHYIO 3aIIUTY OT HECAaHKIIMOHHMPOBAHHOTO JOCTYTIA, a
TaKxke obecrieunBaeT  HICHTHU(UKAIHIO Brnanensua
Ceprudukara Kiroua npoeepku DIl u moxaTBepkieHue
noIMHHOCTH D/].

3.7. DJeKTpOHHBIN JOKYMEHTOOOOPOT B pamkax CHCTeMBI
ocymecTBiseTcs o cetu uTepHet. B pamkax Cuctemsr D]
Knuenra ¢opmupyroTcss ymoaaeHHO uepe3 ceTh VIHTepHeT.
Hcnonp3yemble B pamkax CHCTEMBI HCIIONIB3yEeMbIE CPEACTBA
Kpunrorpauyeckoi 3ammThl MHPOPMAIMK NTPUMEHSIOTCS
sl obecniedeHust KoHHUIeHnuambHOcTH OJ] mpm  ero
nepenade Mo ceTH MHTepHET, a Takxke Juil oOecredeHus
aBTopcTBa U 1enoctHocTH D/ B Cucreme.

KnueHt cornmamaercs, 9TO JAis TONyYEHHS YCIyr IIO
HoroBopy wucnonb3yercsi cetb VHTEepHET, OCO3HaBasi, 4TO
CCTh I/IHTepHeT HE sABJIsIETCS 0€30IIaCHBIM KaHAJIOM CBs3U, U
COTJIAIIAETCS] HECTH BCE PHUCKH, CBSI3aHHBIC C MOIKIIOUEHHEM
ero pabouero wmecta K ceth VIHTepHET, BO3MOKHBIM
HapylieHHeM  KOH(QHUICHIMATbHOCTH M IEIOCTHOCTH
nadopmannu npu padorte uepe3 cerb HurepHer. KimeHt
TaKKe MPU3HAET, YTO BBIXOJ M3 CTPOS €ro pabodero mecra,
ucrionp3dyemMoro mist paborsl B Cucreme, B pe3yibTate
BMEIIATENIbCTBA TPEThbUX JIMI[ uepe3 ceTb VIHTepHer,
paccMaTpuBaeTcs Kak BBIXOJ U3 CTpos 1o BuHe Knunenra.

3aneiictBoBanHOe B pabore B Cucreme mporpamMMHOE
obecrieueHne UCIIONIB3yeT TONBKO cepTudunupoanasie ®Ch
Poccun cpenctBa 3ammTel MHGOpPMAIWH, OTBEYAET BCEM
TpeOOBaHMAM 3aKOHOAATeNbCTBA Poccmiickoit dexepannu u
MIpeJHa3HAYCHO HCKITIOYUTENFHO JUTS Lenet,
npeaycMoTpeHHbIx — OOmumMu  ycnoBusiMH.  BHecenue

return one original of the received Certificate on the ES
verification key to the Client with indication of the date of
the validity commencement and the expiry date of the
Certificate on the ES verification key.

3.3. The cancellation of the validity of the ES key and the
corresponding Certificate on the ES verification key shall
be executed by the Client itself in the System or by
sending a written application of the Client.

In the application the name, the surname and the
patronymic name of the Owner of Certificate on the ES
verification key and the identifier of the Certificate on the
ES verification key as well as the date from which those
keys, the Certificates and ED executed with those keys and
certificates are considered invalid shall be obligatory
indicated.

The date of the cancellation of the keys and certificates
validity must not be earlier than the date of cancellation of
the validity of the ES key in the System or the date of
receipt of the relevant application by the Bank (if it is
provided).

3.4. Activation of a new ES key and the corresponding the
ES verification key shall be performed according to the
item 3.2 hereof.

3.5. The parties hereby admit that any ED being
composed, signed and transferred by the Bank to the
Client through the System is considered signed with valid
ES key of the Bank.

3.6. The Parties hereby admit that the System, hardware
and software to be used are sufficient to provide reliable
and effective execution of processing, keeping, acceptance
and transmission of ED. The System provides control over
integrity of the transmitted ED, authenticity of ES and
enciphering of the ED and effective protection against
non-authorized access as well as ensures the identification
of the Owner of Certificate on the ES verification key and
the authenticity of the ED.

3.7. Electronic document management within the System
is carried out over the Internet. Within the framework of
the Client's ED System, they are generated remotely via
the Internet. The cryptographic information protection
tools used within the System are used to ensure the
confidentiality of the ED when it is transmitted over the
Internet, as well as to ensure the authorship and integrity
of the ED in the System.

The Client agrees to receive services under the Contract
using the Internet, realizing that the Internet is not a secure
communication channel, and agrees to bear all risks
associated with connecting his workplace to the Internet,
possible violation of confidentiality and integrity of
information when working via the Internet. The Client also
acknowledges that the failure of his workplace used to
work in the System, as a result of the intervention of third
parties via the Internet, is considered as a failure due to the
fault of the Client.

The software involved in the work in the System uses only
information security means certified by the FSB of Russia,
meets all the requirements of the legislation of the Russian
Federation and is intended exclusively for the purposes
provided for in the General Terms. Corrections, changes or
additions by the Client to the software and technical

7

AO «Jlenusdank Mocksa» / JSC "Denizbank Moscow"



KnuentoMm wucnpaBieHui, H3MEHEHUIH WM [IOMOJIHEHHH B
POrpaMMHOE 00eCHeYeHNE U TEXHUYECKYIO0 JOKYMEHTAIIHIO,
a TaKoKe Mepeaavya uxX TPETHUM JIMIAM He JIOMYCKaeTCsl.

3.8. Tenedonuslii 380HOK B bank, Kimenrty no renedoHHbIM
HOMepaM, cornacoBaHHeIM CTOpOHAMHU IpHU 3aKITIOUCHHUU
HacTosuero Jloropopa, ¢ UCHOIb30BaHUEM bBIIOKHPOBOYHOIO
CJIOBa SBIIIETCS KaHAIOM CBA3H Mexxay Knmentom n bankom,
o kotopomy CTOpOHBI yBEZOMILIIOT APYT APYra B paMKax
HacTosmero JloroBopa npu HEBO3MOXXHOCTH HCIIOJIB30BAHUS
Cucremsl.

documentation provided by the Bank to the Client in
accordance with the General Terms, as well as their
transfer to third parties are not allowed.

3.8. A telephone call to the Bank or to the Client by
telephone numbers agreed upon by the Parties at the
conclusion of this Agreement, using a Lock Word is a
communication channel between the Client and the Bank,
through which the Parties notify each other under this
Agreement if it is impossible to use the System.

4. YCNOBWA OBEMEHA 31 1 MOPAAOK MPOBEPKK 3N / CONDITIONS OF ED EXCHANGE AND ES
EXAMINATION PROCEDURE

4.1. O]] npu3HaeTcs JOKyMEHTOM, paBHO3HAUYHBIM JOKYMEHTY
Ha OyMaKkHOM HOCHTEIIE, TOIIHCAHHOMY
COOCTBEHHOPYYHBIMHU TTOIMUCSIMH YIIOTHOMOYEHHBIX JIAI H
3aBEPEeHHOMY II€9aThl0, W HMEeT PAaBHYID C HUM
IOPUINICCKYIO CHITY.

OKJl, monmydyennass no Cucreme, npusHaercs CTOpoHaMu
KOMNHKEH, paBHO3HAYHOI COOTBETCTBYIOUIEH KOMHUH JOKYMEHTa
Ha OyMa)KHOM HOCHTENE, 3aBEPEHHON COOCTBEHHOPYYHBIMH
MOJNUCAMU YIIONHOMOYEHHBIX JIMI[ M TI€YaThlo, U HMeEeT
paBHYIO C HEH IOpPUIMUYECKYIO CHUIy, €ClIM HHOe He Oyner
MIPSIMO YCTAHOBJICHO B HHOM corJjanieHuu CTOpoH.

4.2. Opmuoit DIl Moryr OBITh TOANUCAHBI HECKOJIBKO
CBs3aHHBIX Mexnay coboit D1 (sxmouas DKJI) (mamee mo
TekcTy — «IlakeT 3JIEKTPOHHBIX JOKYMEHTOBY).

Kaxmerii w3 D)1 (Bxmowas OKJI), Bxomsmuii B Ilaker
QNEKTPOHHBIX ~ TOKYMECHTOB, CUHTAeTCS  IIOANMCAHHBIM
(3aBepennpM) JII, KOTOpO# MOXIIICAaH COOTBETCTBYIOIIHIA
[akeT >MeKTPOHHBIX TOKYMECHTOB.

4.3. OTBETCTBEHHOCTh 3a HJICHTUYHOCTh HH(pOPMAIIHH,
conepxkaeiics B D/9K], nHpopmanuu B
COOTBETCTBYIOIIEM  JIOKYMEHTE/KOIIMM  Ha  OyMa)KHOM
HocuTene, Hecer Bmamenmen OII, moanucaBIIMKA JaHHBIN
SJ/9KA.

4.4. baHk B ciiydae HEOOXOJUMOCTH H3TOTABIIMBAET KOIHUIO
moryderHoro O/ (OK/I) Ha OymaxxHOM HOCHTENIE B MOPSAKE,
MMO3BOJIAIOIIEM  WACHTH(GHIUPOBATh MTaHHYI0 KOMIHIO C
monydeHHbiM D] (OK]I), u 3aBepseT ee B yCTAaHOBICHHOM
TTOPSAKE.

4.5. Jwboit DM, comepxkammuii DIl omgHON CTOpPOHBI H
monydeHHeld 1o Cucteme apyroit CTOpOHOH, cuHMTaeTcs
HaTpaBJIeHHBIM JIpyroil CTOPOHOH M MOJUIEKHUT HCIIOTHEHUIO
B COOTBETCTBHHM C JlOTOBOPOM WJIM MHBIMHU COTJIAILICHUSMH, B
COOTBETCTBUH C KOTOPBIMH BO3MOKEH OOMEH 3JIEeKTPOHHBIMHU
JOKYMEHTaMH.

4.6. YOBITKH, KOTOPbIE MOTYT OBITH IMPUYMHEHB! BCIEJICTBHE
ucnonHeHuss O/, OTHpaBiIeHHOrO0 HEYMOJHOMOYCHHBIM
JIULIOM [¢ HCIIOJIb30BaHUEM JIEUCTBUTEIIHLHOM oI,
MOKpbIBatoTCs 3a cueT CTOPOHBI, C UCTOIb30BaHHEM ubei D11
takoi D/] ObLI HarpaBJeH.

477. Tlpm pabore c¢ D nmomkHa O00ECIECYUBATHCS
BO3MOXKHOCTH €0 BOCIIPOM3BEICHUS Ha OyMa>KHOM HOCHTEle
C COXpaHEHHEM BCEX pEKBH3UTOB B COOTBETCTBHH C
TpeOOBAHUAMHE JICHCTBYIOIIETO 3aKOHOIATEBCTBA.

4.8. HampaBneHHsbIid 17151 ucnionHeHus: DJ1 A0DKeH coepkaTh
BCE o0s3aTenpHbIe PEKBU3UTHI COOTBETCTBYIOIIIETO
JOKYMEHTa B COOTBETCTBUH C TPEOOBAHMSIMH JCHCTBYIOIIETO
3aKOHOJATeIbCTBA (BKJIIOYAs TEKCTOBBIE DPEKBHU3HTHI, B
COOTBETCTBUM C KOTOPBIMH COBEPIIAIOTCS ONEpaluu Mo

4.1. The ED is considered the document equal to the
document on a paper carrier signed with handwriting
signatures of the authorized persons and verified with the
seal and has validity equal to the document on a paper
carrier.

The ECD received via the System is considered the
document equal to the document on a paper carrier signed
with handwriting signatures of the authorized persons and
verified with the seal and has validity equal to the
document on a paper carrier unless otherwise expressly
provided in another agreement of the Parties.

4.2. Several ED (including ECD) connected to each other
may be signed with one ES (hereinafter referred to as the
"Package of electronic documents").

Each of the EDs (including ECD) included in the Package
of electronic documents is considered signed (verified)
with ES by which the relevant Package of electronic
documents has been signed.

4.3. The ES owner to have signed the ED/ECD is held
responsible for the identity of the information in the
ED/ECD with the information in the relevant
document/copy on a paper carrier.

4.4. If it is necessary, the Bank makes a copy of received
ED (ECD) on a paper carrier according to the procedure
that allows to identify the copy with received ED (ECD)
and verifies the copy in the established order.

4.5. Any ED containing the ES of the Party and received
through the System by the other Party is considered
transmitted by the other Party and shall be executed
according hereto or other agreements, in accordance with
which the established procedure for the exchange of
electronic documents is possible.

4.6. Losses that might be caused due to performance of the
ED, transmitted by unauthorized person but signed with
valid ES, shall be covered at the expense of the Party on
behalf of which the ED has been transmitted.

4.7. During work with the ED the possibility to reproduce
the ED on a paper carrier with all the elements in
accordance with the current legislation must be ensured.

4.8. The ED transmitted for the execution must contain all
the obligatory elements of the relevant document
according to the current legislation (including the text
elements in accordance with which the operations on the
Account are executed).
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Cuery).

4.9. Hapsny ¢ oOs3aTelbHBIME pekBuU3UTamMu D] Moxker
coliepXaTh JONOJIHUTEIbHBIC PEKBU3UTHI, COCTaB KOTOPBIX
onpezesaercs baHkoM.

4.10. OTBEeTCTBEHHOCTh 3a COJACpPKAHUE PEKBU3UTOB O]
Hecet Bragenen D11, moanucaBmunii qJaHHbIH /1.

4.11. 31 nepenaercs B bank B Buzme nmoxHOopopmarHoro D1,
00€CTIeunBAOIIETO COXPAHEHNE BCEX €TO PEKBU3UTOB.

4.12. Ocymectenenne omepammii nmo Cuery Kimenta Ha
ocHOBaHHMU DJI He COmpoBOXKIAeTCA Iepenadeii JOKyMEHTOB
Ha OyMa)KHOM HOCHTEE.

4.13. B]J] mopoxxmaer mpaBa W obOs3aHHOCTH CTOpOH MO
Horosopy, JloroBopy O0aHKOBCKOTO CHY€Ta WIH JAPYTHM
COTJIAIICHUSIM, B paMKaX  KOTOPBIX  IIPOMCXOIUT
B3auMojieficTBue ¢ ucnonb3oBaHueM CHCTEMBI, eclu
nepenaromeit  Croponoit D/ odopmieH HamIeKaIUM
obpazom ® COOTBETCTBHH c TpeOOBaHUAMHU
3akoHOmarenbcTBa P®D, OO0mumm ycnoBusmu, JloroBopom
0aHKOBCKOTO cHYeTa, JPYTHMH COIJIAIICHHUAMHE), 3aBEpEeH
KoppekTHbIMU D11 B HEOOXOANMOM KOJIMYECTBE U MEPEAAH I10
cucteme JIBO, a mnpunumaromieii CTOpOHOW - MOJIydYeEH,
MPOBEPEH B COOTBETCTBHU C TPeOyeMBIMH NpOLENypaMu U
npuHAT. CBUAETEIBCTBOM TOTO, 4TO D]l MOJy4yeH, mpoBepeH
u TIPUHST, SIBIISIETCS KBUTaHIIMS, coJiepKanas
MIOJIOKUTEIBHBIN pe3ynpTaT mpoBepku Il  mepeparomieit
CTOpOHBI.

4.14. CtopoHsI
npoBepku /I
O/1, nonyyeHHsli oT Knuenra, npoBepsieTcss Ha MOAIMHHOCTh
OIl Knuenta, konuuectBo OII Knmenra, a Takxke myTeM

YCTaHABIUBAIOT CICAYIOMUN HOPAIOK

OCYIIECTBICHUS HHBIX TIPOLEAYP KOHTPOJIS,
MIPEAYCMOTPEHHBIX ACHCTBYIONIMM 3aKOHOIATENBECTBOM |
Jorosopom.

[Ipouenypa npoBepku noaiauHHOCTH DII M kommuecta OI1
Knuenra ocymectBugercss CucteMoil B aBTOMaTHYECKOM
pexnme ¢ ¢Qukcarmeir B Cucteme pe3ysbTaTa IPOBEPKU
MyTeM MpUMeHeHHs Kpunrorpaduueckoro anropurma Kiroua

nposepku OI1.
HocroBeprocts  OJI, momnucannoro OJIl, cuutaercs
MTOJITBEPKICHHOMH, eclu BBITIOJTHECHHE bankom

BEIIIICHA3BAHHOTO MOPsAKa MpoBepku nommuHHOCTH Ol maer
MTOJIOKUTEIIHHEIHN Pe3yIbTaT.

4.15. TlpuauHb oTKa3a B mpueme /1

a) DIl unenTHdUIIIPYETCS KaK HeeHCTBUTEBHAS,

0) Tmpu  OTPUIATETLHOM  pe3ylbTaTe  OCYIIECTBICHUS
IIpoIieIyp KOHTPOJIS;
B) OJI He CcOOTBETCTBYeT TpeOOBaHUSAM 3alUTBI  OT

HECAHKIIMOHUPOBAHHOTO I0CTYTIA;
I) B HHBIX CIydasX, IPEeIyCMOTPEHHBIX JEHCTBYIOLINM
3aKOHOJIATEIbCTBOM.

4.16. [datoit ormpaenenus DJ] cumTaercs nata, B KOTOPOM
Cropona ocymiecTBHiIa Mepbl, HEOOXOAUMBIE Ul OTIPAaBKH
nmo Cucreme apyroii Cropone cdopmupoBannoro 3/,
nojnucanHoro OI1.

Haroii mpuema (Hempuema) D/ cuuraercst nara, B KOTOPOi
Cropona 3aBepmmia Bce MEpbl, HEOOXOJUMBIE ISl IPOBEPKH
3/1, nony4enHoro no Cucreme ot apyroii CTOpOHBL.

IIpuem 3BJI monTBep)kgaeTCs MOCPEACTBOM OTPAKEHHUS B
Cucreme cooTBeTCTBYMOIIEro cratyca J/] ¢ napopmarueit 06
OTIIpaBHTENE U 0 mosrydaTesne D/I.

Otkaz3 B mpumeme OJ] moOATBEpKAAETCS IMOCPEICTBOM
orpaxxeHuss B Cucreme craryca O3] "Oteepruyr" c

4.9. In addition to the obligatory elements the ED might
contain the additional elements to be determined by the
Bank.

4.10. The ES owner to have signed the ED is held
responsible for the information in the ED.

4.11. The ED shall be transmitted to the Bank as a full-
format ED proving keeping of all its details of the
information.

4.12. The execution of the operations on the Client’s
Account on the grounds of ED is not accompanied with
the transfer of the documents on a paper carrier.

4.13. An ED generates the rights and obligations of the
Parties under an Agreement, a Bank Account Agreement
or other agreements within which interaction with the use
of the System takes place, if the transmitting Party has the
ED properly executed (in accordance with the RF
legislation, General Terms, Bank Account Agreement,
other agreements), certified by correct EP in the necessary
It was received and transmitted via the DBO system, and
received, verified and accepted by the receiving Party. The
evidence that the ED has been received, verified and
accepted is a receipt containing a positive result of the
verification of the transmitting Party's EP.

4.14. The Parties have determined the ED verification
procedure as follows:

The ED received from the Client shall be verified for
authenticity of ES of the Client, quantity of ES of the
Client as well as with execution of other control
procedures stipulated in the current legislation and the
Agreement.

The procedure of the ES verification and verification of
quantity of the ES of the Client shall be executed
automatically with recording of the result of the
verification in the System with use of a cryptographic
algorithm of the ES verification key.

The authenticity of the ED signed with the ES is
considered verified if the execution by the Bank of the set
ES verification procedure shows the positive result.

4.15. The reasons for refusal to accept the ED:

a) the ES is identified as invalid;

b) if the control procedure shows the negative result;

c) the ED does not comply with the requirements on the
protection against a non-authorized access;

d) in other cases stipulated in the current legislation.

4.16. The date of ED transmitting means a date during
which a party has executed measures to transfer a formed
ED signed with the ES via the System to the other party.
The date of accepting (non-accepting) of the ED means a
date during which a party has completed execution of all
the measures on verification of the ED received via the
System from the other party.

The accepting of the ED shall be confirmed by means of
showing the status of the ED with information about a
sender and a recipient in the System.

The refusal to accept the ED shall be confirmed by means
of showing the status of the ED “Rejected” in the System

9

AO «Jlenusdank Mocksa» / JSC "Denizbank Moscow"



yKa3aHHEM IPUYMHBI OTKa3a.
4.17. TIpu NOJIOKUTEIILHOM pe3ynbTrare npoBepku D] Takoii
E)I UCTIONHAETCS B CPOK, Npe1yCMOTPEHHBIN
COOTBETCTBYIOIIMM COTJIALIIEHUEM, MUl 1Ieed HCIIOIHEHUS
kxoTtoporo 3] Hanpasinsica no Cucrteme.

4.18. Bamk Omokupyer pabory Kmmenta B Cucreme B
CIEIYIOUINX CITydasx:

4.18.1. ykazanHoM B 1. 8.3. HacTosmux OOMUX yCIOBUH;
4.18.2. B ciygasix HEOOXOIUMOCTH OCYIIECTBICHHUS TIAHOBOM
WM BHeIIaHOBOH 3ameHsl Kimoueit OI1 mo mposeneHus
coOTBeTCTBYMOMIEH 3amens! Kiroueit OI1;

4.18.3. B ciydasx, YCTaHOBJIECHHBIX B pasjiene 7 HACTOSIINX
OOumx ycnoBuii;

4.18.4. B MHBIX cIy4asiX, yCTaHOBJICHHBIX J[0TrOBOpOM.

4.19. bank ysemomisier KimeHra o COBEpILEHHH ONEpaLUH
MoCpenCcTBOM oOTpakeHHss B CucreMe COOTBETCTBYIOLIETO
craryca /] ¢ uadopmarmeii 00 ucnonaenuu DJ]. MomeHTOM
monydeHuss KIHMEHTOM TaKoro YBEOOMIJICHHS CUHTACTCS
BpeMsl, YKazaHHOE UII COOTBETCTBYIOMEro craryca O/l B
ucropuu ]I B Cucreme.

with indication of the reason for the refusal.

4.17. Upon the positive result of the ED verification, that
ED shall be executed within the term stipulated in the
relevant agreement, for the purposes of which the ED was
sent through the System.

4.18. The Bank shall suspend the activity of the Client in
the System in the following cases:

4.18.1. indicated in item 8.3. hereof;

4.18.2. necessity of execution of the Planned change of the
ES Key or Extraordinary change of the ES Key until the
execution of the relevant change of the ES Key;

4.18.3. in the cases specified in Section 7 hereof;

4.18.4. in other cases stipulated by the Agreement.

4.19. The Bank shall notify the Client of the transaction by
means of showing the status of the ED in the System with
information on the execution of the ED. The time when the
Client receives such notification is considered the time
indicated for the corresponding status of ED in the history
of ED in the System.

5. XPAHEHWE M YHUYTOMXEHWE 3, / KEEPING AND ELIMINATION OF ED

5.1. Knuenrt, cocraBuBmnit ]I, u baHk, ero momxyduBIIHiA,
00s13aHBI  00ECIICYUTh €r0 XpaHGHHE B TEUCHHE CPOKa,
YCTaHOBIICHHOTO JISHCTBYIOIINM 3aKOHOAATEIIECTBOM.

5.2. Apxusel D]] Bemytcs B banke m y Kimenra B paspese
BCEX BXOAAIMIMX U Ucxonsamux /.

ApxuB CepruduraroB Kmoua mposepkn OIl Bemercs B
Banke. ApXuBBl BenyTCs B TEUYEHHE CPOKOB XpaHEHUS,
YCTAHOBJICHHBIX JJIs TOKYMEHTOB Ha OYMa)KHBIX HOCUTEIISAX.

IIpaBuna BeaeHHMs YyKa3aHHBIX apXUBOB PETYIUPYIOTCA
JEHCTBYIONMM 3aKOHOJATEIbCTBOM, BKJIIOUas HOPMAaTHBHBIC
akThl banka Poccun u JloroBopom.

53. O w wux OyMaxHple KONUH, IpPaKTHYECKas
HEOOXOIUMOCTh B KOTOPBIX OTIIaja U YCTaHOBJICHHBIE CPOKH
XpaHEHUS KOTOPBIX HCTEKJIH, MOTYT OBITh YHUUTOXKCHEI.

5.4. VYHuuroxenwe DJ] mTpou3BOmUTCI B OTHOUICHHU
COOTBETCTBYIOIINX MIPOrpaMMHBIX JAHHBIX c
OJIHOBPEMEHHBIM YHMYTOKEHHEM Komuii 3tux OJ[ Ha
OyMaXHBIX HOCUTEIISX.

5.1. The Client to have formed the ED and the Bank to
have received it shall secure the ED storage within the
term stipulated by the current legislation.

5.2. Archives of the ED shall be kept by the Bank and by
the Client from the point of view of all incoming and
outgoing ED.

Archive of Certificates on the ES verification key shall be
kept by the Bank. The archives shall be kept in accordance
with the term for keeping prescribed for the documents on
paper carriers.

The procedure of keeping of the above-mentioned archives
is regulated by the current legislation including the
regulative acts of the Bank of Russia and hereby.

5.3. The ED and their copies on paper which are not
necessary any longer and keeping periods of which have
expired, can be destroyed.

5.4. The destruction of the ED shall be made
simultaneously with elimination of the correspondent
copies of the ED on paper carriers.

6. TMPABA U OBA3AHHOCTU CTOPOH / RIGHTS AND OBLIGATIONS OF THE PARTIES

6.1. CTopoHBI 00513aHBI:

6.1.1. VYBemomisate npyr npyra o (akrtaX BO3HUKHOBCHUS
mpobiemM mpu otipaBke JJ1 B IEHb €ro OTIPaBKH.

6.1.2. TIpu npoBemeHuu ob6MeHa D] PYKOBOACTBOBATHCS
JeHCTBYIONINM 3aKOHOIATETILCTBOM H J[0TOBOpPOM.

6.1.3. 3a cBOW cuer MOAAEPKHBATH B paboueM COCTOSIHHU
CBOHM IPOTPAMMHO-TEXHHYECKHE CpEZICTBA, HCIIOIb3yeMbIe
Jutst paboThl CHCTEMBI B COOTBETCTBHH C J[OTOBOPOM.

6.1.4. Orpagure CucreMy OT HECaHKIMOHHUPOBAHHOTO
JIOCTyIA TPETHUX JIMIL.

6.1.5. CoxpaHsiTh B TaiiHe MCHOJIB3YEMYIO CHCTEMY 3all[UTHI
HHpOpPMALIUH.

6.1.6. IlpemocTaBnsaTh MO MUCBMEHHOMY 3ampocy ApYyrou
CTOpoHBI Ha/UIeXKAIKUM 00pa3oM 0o(pOpMIIEHHBIE OyMakKHbBIC

6.1. The Parties are obliged:

6.1.1. To inform each other about the occurrence of

problems when sending ED on the date of sending.

6.1.2. When conducting an ED exchange, follow the

current legislation and the Contract.

6.1.3. To keep in working condition their hardware and

software being used during the process of the ED

exchange in accordance herewith at their own expense.

6.1.4. To prevent an unauthorized access of the third

parties to the System.

6.1.5. To keep secret the System on information protection

being used.

6.1.6. To provide to the other Party at its written request

the copies of the ED (ECD) on paper carries duly drawn.
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koruu D (K ).

6.2. CTOpoHBI HMEIOT NPaBO:

6.2.1. 3ampamuBaTh  HaJJICKAIIEC
OymakHOM HocuTene konuu /1.
6.2.2. B mob6oe Bpems 3ameHuts cBom Kiroun OII B
COOTBETCTBUH C TOPSIAKOM, YCTAHOBJIECHHBIM HACTOSAIINMHU
OOuMH yCI0BUAMH.

6.2.3. TlepemaBate mo Cucreme npyroit CtopoHe IHOOYIO
nH(popManuio, B TOM YHCIE HE OTHOCSIIYIOCS K PACUECTHBIM
orepanysaM (JOKyMEHTHI BATIOTHOTO KOHTPOJIS, YBEIOMIICHHS
U T.1.).

oopMIICHHBIC  Ha

6.3. bank o0s13aH:

6.3.1. YBemomurp KimeHnta o mnpuocTaHOBIEHHM pPaOOTHI
Cucremsl osblre 4eM Ha |1 pabounii JeHs He Mo3IHee YeM 3a
3 (Tpu) paboumx 1Hs, a TaKXkKe KOHCYIbTUpOBaTh KienTa mo
BompocaM padboTsl ¢ CHCTeMOiA.

6.3.2. B mopsmke, MOpeqyCMOTPEHHOM 3aKIIOUYEHHBIM C
bankoM 1oroBopoM OaHKOBCKOTO CYETa, OCYIIECTBIISATH
nposeneHue onepauuii no Cuery Knunenra Ha ocHoBanuu J/1,
MOCTYNHBIINX OT MocieaHero mo Cucreme.

6.3.3. Uudopmuposats KimeHTa 0 COBEpIICHUU OMEpaIdii ¢
ucnonb3oBaHueM CHCTEMBI B IOPSIIKE, YCTaHOBJICHHOM B
1. 4.19 Hacrosinmx OOLIMX yCIOBHH.

6.4. Bank uMeeT npago:

6.4.1. Odopmmars kommu D] Kiumenra Ha OymaKHOM
HOCHUTENE W 3aBEPATh HX COOCTBEHHOPYYHBIMH ITOAMHCIMH
YIIOJIHOMOYEHHBIX JHIl U MeYaTbio baHka B COOTBETCTBUH C
TpeOOBaHMIMH BHYTPEHHHUX TOKYMEHTOB baHka.

6.4.2. Otkazare Kimenty B mpueme ot Hero D/] mo Cucteme
C yKa3aHHEM NpPHYMHBI OTKaza. B cilygae Takoro oTkasza
Knment BrpaBe mpencraButh B bank Hamiexamum oOpasom
0(OPMIICHHBIH JOKYMECHT Ha OyMa)XHOM HOCHTEJE, KOTOPBIHA
ucronHAeTcs: BaHKOM B COOTBETCTBHM C 3aKJIFOYEHHBIM C
Bankom 1oroBopoM OaHKOBCKOTO cUeTa H JCHCTBYIOIIUM
3aKOHOJATeIbCTBOM.

6.4.3. He npunnmars k ucnosinenuto D/ Kiuenra, ecnu oHu
moanucaHsl HekoppekTHbIMM Ol wnm mognmcansl Ol
c(hOopMHUPOBaHHBIMH c HCTIOJIb30BaHNEM
ckoMmpoMeTupoBanHbIX OII, mocne momydenust bankom
yBeIOMJICHHS O KoMmpomeramuu kimoda Ol B mopsake,
MIPEAYCMOTPEHHOM Y CIIOBUSIMU.

6.4.4. IlpuocranaBmuBaTh HUcHONHEHHEe Ol B ciydasx,
MIPEIYCMOTPEHHBIX ~ 3aKOHOJATENBCTBOM W HACTOSIIUM
JoroBopoM, B T.4. B ciydae HempezactaBiieHus: KineHTom
3alpoIIeHHBIX baHKOM JOKyMEHTOB, BIUIOTH [0 UX
IIPECTaBICHHUS.

6.4.5. TlpuocranaBnuBaTth (YHKIHMOHUPOBAHUE CHCTEMbI B
paboune mgHM 1A TIaHOBOrO oOcimyxuBaHus CHCTEMBI, C
yBenomseHueM Kinenra 3a 24 wyaca O IUIaHUpPYEMOM
00CITy)KHBaHUH.

6.4.6. B 01HOCTOPOHHEM IOPSIJIKE OTKA3aThCSI OT UCTIOTHEHHS
JoroBopa B ciyuae orcyrcTBust Kimenra no ykazaHHOMy UM
aznpecy (MeCTy HaXOXXIEHUs), a TaKXKe B Cllydae HapyIICHUs
Knunenrom ycnosmii JloroBopa wn/mmm Hactosimux OOmmx
YCJIOBUH.

6.4.7. B 0lHOCTOpPOHHEM BHECYIEOHOM MOPSIIKE U3MEHSITh!

- Hactosimue O0Imue ycIoBus;

- TapuQHI;

- mopsiAoK obciykuBaHust Kimmenra, Bkmoyast rpaduk padoTs
Bbanka.

6.2. The Parties are entitled:

6.2.1. To ask for presentation of the duly drawn copies of
the ED on paper carries.

6.2.2. To change its ES Keys according to the procedure
determined hereby at any time.

6.2.3. To transmit through the System to the other Party
any information including that not related to the settlement
operations (documents on currency control, notifications
and so on).

6.3. The Bank is obliged:

6.3.1. To inform the Client about the suspension of the
System more than 1 business day no later than 3 (three)
business days prior such suspension as well as to consult
the Client about the operation of the System.

6.3.2. According to the procedure stipulated in the bank
account agreement concluded with the Bank to execute
operations on the Client’s account on the grounds of the
ED received from the Client via the System.

6.3.3. To inform the Client about transactions using the
System in the manner specified in item 4.19 hereof.

6.4. The Bank is entitled:

6.4.1. To make the paper copies of the Client’s ED and
verify them with handwriting signatures of the authorized
persons of the Bank and the Bank’s seal in accordance
with the requirements of internal documents of the Bank.
6.4.2. To refuse the Client in receiving an ED from the
Client through the System with indication of a reason of
the refusal. In case of the refusal the Client is entitled to
present to the Bank document duly drawn up on a paper
carrier that shall be executed by the bank in accordance
with the bank account agreement concluded with the Bank
and the current legislation.

6.4.3. Not to accept the Client's ED for execution if they
are signed by incorrect ES or signed by ES formed using
compromised ES, after the Bank receives notification of
the compromise of the ES key in accordance with the
procedure provided for herein the.

6.4.4. To suspend execution of the ED in cases stipulated
by the legislation and hereby including the case of a failure
to provide the Bank with the requested documents until
presentation thereof.

6.4.5. To suspend operation of the System during business
days for routine maintenance of the System, with
notification to the Client with a 24 hours prior notice
before the planned suspension.

6.4.6. To terminate this Agreement unilaterally in the
event of the absence of the Client at the address indicated
by it (place of registration) as well in the event of violation
by the Client of the Agreement and/or hereof.

6.4.7. Unilaterally change out of court:

- these General Terms;

- tariffs;

- the order of customer service, including the work
schedule and operating time of the Bank.

11

AO «Jlenusdank Mocksa» / JSC "Denizbank Moscow"



HNudopmanus 00 m3meHeHusx OOmuX ycioBwid, Tapuos,
nopsiaka obciyxuBanusi Kimenra, Bkitodas rpaduk paboThl
banka, noBoantcs no cBenenusi Kimmenta He MeHee 4eM 3a 5
(msiTh) KanMeHAApPHBIX OHEH 10 JaThl BCTYIUICHHS B CHIY
yKa3aHHBIX N3MEHEHHUI myTeM pa3MelieHus
COOTBETCTBYyOIIeH HHMOopManmu Ha caiite banka B ceT:
HurepreT 110 aapecy https://www.denizbank.ru.

6.4.8. IIpnoctanoButs uctonb3oBanne Kimuearom CructeMsl B
ciaydae HapymeHus KimeHToM cBoeil 00sf3aHHOCTH IO
mpegocTaBieHNI0 baHKy MocTOBepHON WHGpOpPMAaNWU I
cBs3U ¢ HUM (OOHOBIEHHOW HH(pOpMamu B CiIydae ee
U3MEHEHUs1) B cooTBeTcTBUH ¢ 11.6.5.10 Hactosmmx OO6mux
YCJIOBMIA, a TAK)KE B MHBIX CIIy4asX, yCTAHOBICHHBIX 3aKOHOM
u JIoroBopom.

6.4.9. Ilo 3asBnennto Knnenra ycraHaBIMBaTh OrpaHUYCHUS
[0 TapaMeTpaM OINepalyid, KOTOPbIE MOTYT OCYILECTBIATHCS
Kiuenrom ¢ ucnosnb3oBanneM CHCTEMBI, NepedyeHb KOTOPBIX
yka3zaH B [Ipmmoxxernn Ne 1 k Hactosmum OOMKM yCIOBUSIM.
6.4.10. OcymecTBiAT, WHBIE TIpaBa B COOTBETCTBHH C
JCHCTBYIOIIMM 3aKOHOJATEILCTBOM U JloroBOpoMm.

6.5. KineHT o0s13aH:

6.5.1. B teuenue 30 (Tpuauatu) xajJeHIapHbIX ITHEW C IaThl
3aKiI04eHus JloroBopa HaCTPOUTH U BBECTH B AKCILTyaTaIUIO
MPOrPaMMHO-TEXHUYECKUE CpENCTBA, HEOOXOAUMBIC IS
pabotsl CHCTEMBI, 1 BBIIIOJIHUTH 0053aTEIbCTBA, YKA3aHHBIC B
1. 3.2.4. Hacrosimux OOIIUX YCIOBHUI.

B cnydae, ecnu B TeueHHE CPOKa, YKa3aHHOTO B HACTOAIIEM
myHKTe, KIMeHT He BBIMOTHUT 00s3aTeNbCTBA, YKAa3aHHBIC B
m. 3.2.4. Hacrosmux OOmMX ycinoBui, cOpMHUpPOBAaHHEIC B
Cucreme HeaktuBupoBanHble Kmoun OII Kiuenta wu3
Cuctemsl OyIyT ylalCHbI.

6.5.2. He nomyckats ucnons3zoBanue Kiroueit OI1 TpetpuMu
IunamM, He sBiasiomuMucs Bmapensuem  Ceprtudukara
Kmtoua mnposepku OJII, u o0ecneuyuTh COXPaHHOCTh H
Hepacnpoctpanenue Kioueit OI1 u KiroueBbIx HOCUTETEH.

B cinyuae Komnpomeranun Kimrowa 311 unwm nono3peHus Ha

Information on changes in General Terms, tariffs,
customer service procedures, including the Bank’s work
schedule, is brought to the attention of the Customer at
least 5 (five) business days before the date of entry into
force of these changes by posting relevant information on
the Bank's  website  on the Internet  at
https://www.denizbank.ru.

6.4.8. To suspend the use by the Client of the System in
case the Client violates his obligation to provide the Bank
with reliable information to contact him (updated
information in case of change) in accordance with clause
6.5.10 hereof as well as in other cases established by law
and the Agreement.

6.4.9. To establish restrictions on the parameters of
operations that can be carried out by the Client using the
System, the list of which is indicated in Appendix No. 1
hereto, according to the request of the Client.

6.4.10. To effect other rights in accordance with the
current legislation and the Agreement.

6.5. The Client is obliged:

6.5.1. To install and put into operation the hardware and
software necessary for the operation of the System within
30 (thirty) calendar days from the date of conclusion the
Agreement and perform the obligations indicated in item
3.2.4. hereof.

If within the term stipulated in this paragraph the Client
has failed to perform the obligation indicated in item 3.2.4.
hereof, the Client’s ES Keys formed in the System but not
activated shall be deleted from the System.

6.5.2. To prevent using ES Keys by the third parties which
are not the Owner of Certificate on the ES verification key
hereunder and provide storage and non-spreading of the
ES Keys and Key carrier.

The Client is obliged to suspend the use of the ES Keys, to

Kommpomeranuio Kmroua DI, yrpatel mocryna Kk CucreMe u

disconnect from energy the computer on which the System

(nn) ee MCHOIL30BaHUs (IIOI03PEHMI 00 HCIOJIL30BAHNH)

is installed and immediately inform the Bank with use of

0e3 cormacusa Kipenra, a TakyKe MOBPEXICHUS IPOTPAMMHO-

the Lock word on phone and (or) e-mail about any case of

TEXHHUYCCKUX CPpCACTB, HAa KOTOPLIX YCTAHOBJICHA CI/ICTeMa,

the Compromise of the ES Key or suspicions of

BKJIKOYasg CpEacTBa 06Da6OTKI/I, XpaHCHUA MW 3aIlMTHI

Compromising the ES Key, loss of access to the System

HHSl}O[}MagI/II/I, Knuenr o6s3an IPEKPATUTE HCIIOJIb30BAHUC

Knroueit  DII, 00eCcTOYMTL  KOMIIBIOTED, HAa  KOTOPOM

and (or) its use (suspicion of use) without the Client's
consent, as well as a damage of hardware and software on

YCTAHOBJICHA Cucrema, u HC3aMEJIUTEIbHO

which the System is installed including the devices for

HDOI/IHd)ODMI/IDOBaTB 00 »ToM bBaHK ¢ HCIOJB30BaHUEM

processing, keeping and protection of the information with

BiokupoBounoro ciaosa 1o teaedoHy U (MIH) DIEKTPOHHBLIM

presentation of the written confirmation not later than the

IOHUCBbMOM C NPEAOCTABJICHUEM NNHMCHbMCHHOI'O NOATBCPKIACHUA

following business day after receiving the information.

HE TI037[Hee CJIEAYIOIMIEro pabodero JHS CO JHS MOJy4YeHHS
Takoi nHbopManuu.

ITpu sToM bank 6okupyer Cuctemy 10 MPOBEACHUS 3aMEHBI
ximoueit OI1.

6.5.3. OcymectBnars 3ameny Kimouedr DI B cimywasx u 1o
npoueaype,  YCTAaHOBIEGHHBIX  Hacrosmumu  OOmmMu
YCIOBUSIMH, B TIPOTHBHOM Cllydae JtoOble  YOBITKH,
BO3HMKIINE BCJEJICTBHE HEBBINOJIHEHHUS 3aMEHBI, JJOJDKHEI
noranratbes 3a cuer Kimenra.
6.5.4.  Konrponupoath
HampaBisieMbIx J/1.

6.5.5. IlpumensTe mpu mnpoBeaeHHH obOMmena D] cucremy
00paboTKM, XpaHeHWs ©  3alIUTHl  HHQOpMAIMH |
TEIEKOMMYHHUKAIIMH TOJBKO HA HCIPABHOM W MPOBEPEHHOM
Ha OTCYICTBHE KOMIIBIOTEPHBIX BHPYCOB II€PCOHAIHLHOM

MIPaBUIBHOCTE  O(OPMIICHHS

The Bank shall suspend the operation of the System until
the ES Keys change.

6.5.3. To make the change of the ES Key and the
Extraordinary change of the ES Key in cases and in
accordance with the procedure set out herein, otherwise
any losses arisen from a failure to fulfill such change shall
be covered at the Client’s expense.

6.5.4. To control the correctness of drawing up the
obligatory elements of the ED being transmitted.

6.5.5. To use the systems of processing, storage and
protection of the information and the telecommunications
during the exchange of the ED only on the personal
computer examined for the computer viruses.
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KOMITBIOTEpE.

[TpumeHsTh aHTHBUPYCHBIE IIPOTPAaMMBI HA YCTPOMCTBAaX, Ha
KOTOpBIX Hcmoib3yercs Cucrema, M 0OHOBIATH MX. Crmcok
AQHTUBHPYCHBIX IPOTrpaMM, MOMJICKANIMX 00s3aTeIbHOM
yCTaHOBKE  Ha  KommbloTepe — KimeHra,  MOCTOSHHO
obHoBisieTca bankom n mybnuKkyercs Ha caiite banka.

6.5.6. [Ipu monmy4eHnu yBegomieHus ot banka 06 n3MeHeHHN
porpaMMHOro obecredeHnsi CHCTEMBI IPUHUMATh MEPHI AT
CBOEBPEMEHHOTO TIONYYEHHS M YCTAaHOBKH HOBBIX BEpCHI
Cucremsl.

6.5.7. He momyckaTh THpaXHpPOBaHHE U Tepenady TpEeThen
CTOpOHE IPOrpaMMHO-TEXHUYECKOTO obecrnieueHus,
npenocrasisieMoro  Kimenty bankom uis  mpoBeaeHHS
oomena DI,

6.5.8. IlpenocraBiare mnpencraBuressiM baHka jgomyck B
MOMEIIEHUEe, TJie Pa3MELIaloTCs IPOrpaMMHO-TEXHHYECKUE
cpeacTBa, Ha KOTOphIX ycraHoBineHa Cucrema, s
MIPOBEICHUS TIPOBEPOK coOmoneHns KimeHToM  yCIioBmid
Hactosmux OOIuX yCcIoBUi.

6.5.9. Ilpu mpexpamennn neiictBus J[oroBopa YHHYTOXHTH
BCE NPHHAAICKAIINE eMy KOH(UICHINAIbHbIC TaHHBIC U BCE
IIPOTpaMMHOE obecrieueHne (ucnonHsAEMBIE u
BcrioMoratesnbHble  (Qaiiel)  CucTeMbl, OTHOCSIHECS K
JloroBopy, 1 He nepeaBaTh UX TPETHUM JILIAM.

6.5.10. IIpemocraBute baHky nocToBepHy0 HH(MOPMAIHIO
JUIsL CBSI3U C HHUM, a B Cllyyae ee W3MEHEHHs CBOEBPEMEHHO
MPE0CTaBUTh OOHOBJICHHYIO HH(POPMAIIHIO.

6.5.11. Perynsapuo (He pexxe omHoro pasa B 3 (Tpu) pabounx
nHs) TpoBepsATh CucTeMy Ha mpeaMeT mosrydeHus ot banka
WHPOPMALMOHHBIX COO0MIeHUH (MH(pOpPMANKN), B TOM YHCIIE
KacaloUIUXcsd  WM3MEHEHHMH B  ToOpsake  paboTel |
B3aumozaeiicTBusi CTOpOH, BHECCHNSI U3MECHCHHS B yKa3aHHBIC
B 1. 6.4.7 HacTosmux OOMHUX yCIOBUH JOKYMEHTHI H IPYTOit

nH(pOPMALUH, O3HaKaMIIUBATHCS c HalpaBJICHHOM
nHdopmanmeii W NpUHUMAaThL €€ BO BHHUMAaHUE W/WIN B
pabory.

Ilo wucrewenum 3 (Tpex) pabouumx JHEH C MOMEHTa
HanpasieHus no Cucreme mHpopmanmn KimeHT cumraeTcs
03HAKOMJICHHBIM U COTJIACHBIM C Hell (BKIIIOYas H3MEHEHHS, O
KOTOpBIX HMH(pOpMalus cooOIaeT) W NPUHUMAET Ha ce0s
PHCK TIOCNIE/ICTBHH, CBS3aHHBIX C HEO3HAKOMJICHHEM C
HaTpaBJICHHOW HHPOPMAIIHEH.

6.4.12. VcnonHATh WHBIC O00S3aTENBCTBA, YCTAHOBJICHHBIC
HacTosAmuM JloroBopom.

To apply anti-virus programs on devices that use the
System and update them. The list of the antivirus programs
to be obligatory installed on the Client’s personal
computer shall be constantly updated by the Bank and
published on the Bank’s web-site.

6.5.6. Upon receipt of the Bank’s notice about the changes
in the System’s software to undertake measures for the
timely receipt and installation of the new versions of the
System.

6.5.7. To prevent copying and assigning to the third parties
the hardware and software provided by the Bank to the
Client for the ED exchange execution.

6.5.8. To ensure the admission for the Bank’s
representatives into the premises in which the hardware
with the installed System is located for execution of the
examination of the observance by the Client of the terms
and conditions hereof.

6.5.9. To destroy all the disposed confidential information,
software (executed and subsidiary files) of the System
related to the Agreement and abstain from assigning them
to any third parties upon the termination of the Agreement.

6.5.10. To provide the Bank with reliable information to
contact him, and in case of change, provide timely
information in a timely manner.

6.5.11. Regularly (at least once every 3 (three) business
days) check the System for receiving information
messages from the Bank, including those concerning
changes in the working procedure and interaction of the
Parties, in the documents specified in clause 6.4.7 of these
General Terms and others, get acquainted with the
information sent and take it into account and/or work.

After 3 (three) working days from the date of sending the
information through the System, the Client is considered to
be familiar with and agrees with it (including the changes
reported by the information) and assumes the risk of
consequences associated with not knowing the information
sent.

6.4.12. To fulfill other obligations established by this
Agreement.

7. JAEMCTBWMA CTOPOH B C/TYYAE BbIAAB/IEHMA ONEPALIMW, COOTBETCTBYIOLLEEM MPU3HAKAM
OCYLLECTBNEHWNA NEPEBOJA AEHEXHbBIX CPEACTB BE3 COM/IACUA KNUEHTA / ACTIONS OF THE
PARTIES IN CASE OF IDENTIFICATION OF AN OPERATION CORRESPONDING TO THE SIGNS OF A
MONEY TRANSFER WITHOUT THE CONSENT OF THE CLIENT

7.1. BaHK NpH BBIBICHUH UM OIEpalMi, COOTBETCTBYIOIIEH
MIPU3HAKaM OCYIIECTBICHHUS TEPEBOAA ICHEKHBIX CPEICTB
0e3 cormacus Knmenra, 00s13aH:

7.1.1. 1o ocymiecTBICHHS CIIMCAHUS JICHEKHBIX CPEACTB C
6anKoBcKkoro cuera Kimenra Ha cpok He Goiiee IByX pabodnx
JHEH TPUOCTAHOBUTb WCIOIHEHUE  PACHOPSIKEHUS O
COBEpIICHUM OINEpaluH, COOTBETCTBYIOIIEH MpHU3HAKAM
OCYIIECTBJICHHS TIEPEBOA JEHEXKHBIX CPEICTB 0e3 coriacus
Knuenra. IlpusHaku ocymiecTBICHHS IIEPEBOAA JEHEXKHBIX
cpencts 6e3 cormacus Kimenra ycranaBnmBaroTcs baHkoM
Poccun m pa3memaroTcst Ha ero OQHUIMAIGHOM CailTe B
nHGOPMAINOHHO-TEIEKOMMYHHKAIIHOHHOM ceTH

7.1. If the Bank identifies a transaction that corresponds to
the characteristics of money transfer without a Client’s
consent, the Bank shall be obliged to:

7.1.1. suspend the execution of the order on execution of
the operation corresponding to the signs of money transfer
without a client’s consent for a period of not more than
two business days prior to the debiting of funds from the
bank account of the Client. Signs of money transfer
without a client’s consent are established by the Bank of
Russia and placed on its official website in the information
and telecommunication network "Internet";
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"UnTepHer";

7.1.2. mprocTaHOBUTH HcIoNb30Banue KiimeaTrom CucTeMBl.
7.2. HezaMeIMTENILHO TOCIIE MTPUOCTAHOBICHUS MCIIOTHCHUS
PaCTIOpSHKCHHUSL O MEPEBOJIC JICHEKHBIX CPeICTB baHk 00s13aH
mo3BoHUTHh KineHnty mo Tenedony, ykazanaomy KimeHTom B
Ka4ecTBe KOHTAaKTHOTO 1O J[0roBopy, ¥ MpH HCIOIb30BaHUU
Knuentom brokupoBouHoro ciosa:

7.2.1. mpenocrasuts KimeHTy nHpOpManuio:

a) O NPUOCTAHOBJICHNH BaHKOM HCIOJHEHUS PACTIOPSIKECHHS
KimeHta o coBepliieHHH ONEpaldy MO MEPEBOY JCHEKHBIX
CpeACTB, KOTOpO€, II0 MHEHHI0 baHKa, COOTBETCTBYET
MPHU3HAKAM OCYILIECTBICHHUS TEPEeBOJA JCHEKHBIX CPEICTB
6e3 cormacus Knuenra;

0) o0 pekoMeHmAIMAX baHka 1O CHUXKCHUIO PHCKOB
MMOBTOPHOTO OCYIIECCTBIICHUS MEPEBOAA JCHEKHBIX CpPEICTB
6e3 cormacus Knnenra;

7.2.2. He3aMeUTUTENBEHO 3aIpOCUTh y Knuenra
MIOATBEPIKACHUE BO300HOBIICHUS HCIIOJTHEHUS
PpacHopsKeHUS.

7.3.Ilpu nomydyenun ot KimeHTa  mONTBEpXKICHUS,

YKa3aHHOTO B MOAIMyHKTe 7.2.2 Hactosamux OOMmuUX ycIoBUH,
Bank o0s3yercst:

7.3.1. He3aMEITUTEIILHO
pacCTIOpSKEHHUS;

7.3.2. He3aMeUIMTENBEHO BO300OHOBUTH joctyn Kimenrta k
Cucreme.

IIpu Henonyuernun ot KineHTa MoaTBEpXKACHUS, YKa3aHHOTO
B moamyHkre 7.2.2 Hactosumx OOmmx yciosuii, baHk
BO30OHOBIISICT  WCIIOJIHEHWE  PACHOPSDKEHHS, a  TakKxke
B0300HOBIIsIET wHcmons3oBaHne KimeHToM CHCTEMBI 110
HCTCUCHUH NIBYX pabouux JHEH IMocie THS COBEPIICHUS MM
JNEUCTBUH, yKa3aHHBIX B MNyHKTax 7.1 u 7.2 HacTosmux
OOux ycinoBuii.

7.4. B cxydae yrpatel CHCTEMBI, IPH KOMIIPOMETAIINN KITF0Ya
OIl win npu nogo3peHuH Ha KomIpoMeTanuio kiroda Ol u
(mnmn) wucnonb3oBanus Cucrembl 6e3 cormacus Knmenra
KnueHT 00s13aH HampaBUTh COOTBETCTBYIOIIEE YBEIOMIICHHE
banky mnyreM TeneOHHOrO 3BOHKAa C HCIOJIBb30BaHUEM
BrokupoBouHOTrO CJIOBa He3aMeITUTENbHO nocie
oOHapyxeHust akTa yrparhl CHCTEMBI, TPU KOMIPOMETAIHH
ximova D11 win mpu moJ03peHNH Ha KOMITPOMETAIUIO KITF09a
OI1 u (mn) ucnonb3oBanus CucteMbl 0e3 cornacus Kimenra,
HO HE IO3[HEEe IHS, CIEQYIOMEro 3a JHEM IIONYYeHHS OT
banka  yBemOMJIGHHMS O  COBEPIICHHOW  OIEpaIuH,
HATPABICHHOTO B TIOPSIKE, YCTAHOBICHHOM HACTOSIIUMHU
OO0MmUMH yCITOBHIMH.

7.5. IIpu nmomy4yennu ot KineHTta yBegoMileHUs], yKa3aHHOTO
B myHkre 7.4 Hacrosmux OOmMX YCIOBHH, moOCHe
OCYIIECTBJIEHUS] ~ CIIMCAaHMSA  JEHEXKHBIX  CPEACTB  C
6ankoBckoro cuera Kinenrta bank 00si3aH He3aMeUIMTEIBHO
HaTpaBUTh OINEPaTOpy IO TMEPEeBOLY MACHEXKHBIX CPEJICTB,
00CITy)KHBaIOIIEMYy TIOIyYaTeNsl CpPEACTB, YBEIOMIICHHE O
MIPUOCTAHOBIIEHUU 3aUUCICHHUS JIEHEKHbIX CpPEJICTB Ha
OaHKOBCKHI CUET MOJTydyaTess CPEJICTB (Jlaee - YBeIOMIICHHE
0 TPUOCTAHOBJCHUWU) 1O (opMe W B TOpPSIKE, KOTOPHIC
YCTaHOBJICHBI HOpMaTHBHEIM akToM baHka Poccum.

7.6.B cmyyae momydeHus oT baHka yBEIOMICHHA O
MIPUOCTAHOBICHUH  JO OCYIIECTBIICHUS  3aYHCICHHSA
JICHEKHBIX CPEJCTB HAa OAHKOBCKHH CUET MOIyqaTelIsi CPEACTB
oreparop o epeBoIy JICHEKHBIX CPEJICTB,
00CTy)KHUBaOIUH TOJTy9aTesIst CPEICTB, 00s13aH
MIPUOCTAHOBUTh Ha CPOK OO0 MATH paboumx mHEH co JHA
MONyYCHHUsI TAKOTO YBEJOMJICHHS 3a4UCICHHE JECHEKHBIX

BO300HOBUTH HCIIOJIHEHUE

7.1.2. suspend the Client’s use of the System.

7.2. Immediately after the suspension of execution of the
order for the transfer of funds, the Bank is obliged to call
the Client at the phone number specified by the Client as a
contact under the Agreement and when the Client uses the
Lock word:

7.2.1. provide information to the Client about:

a) suspending the Bank’s execution of the Client’s order
on a transaction for transfer of funds, which, in the opinion
of the Bank, corresponds to the characteristics of money
transfer without a client’s consent;

b) recommendations of the Bank to reduce the risks of re-
execution of money transfers without the Client’s consent;

7.2.2. immediately request the Client to confirm the
resumption of execution of the order.

7.3. Upon receipt of confirmation from the Client
specified in sub-paragraph 7.2.2 hereof, the Bank shall:

7.3.1. immediately resume execution of the order;

7.3.2. immediately resume the use of the System by the
Client.

In case of failure to receive confirmation from the Client
specified in sub-paragraph 7.2.2 hereof, the Bank shall
resume the execution of the order, as well as resume the
use of the System by the Client after two business days
after the date of the actions specified in items 7.1 and 7.2
hereof.

7.4. In case of loss of the System, in case of compromise
of the ES Key or in case of suspicion of compromise of
the ES Key and (or) use of the System without the Client’s
consent, the Client is obliged to send a corresponding
notification to the Bank by phone call using the Lock word
immediately after the fact of loss of the System, in case of
compromise of the ES Key or in case of suspicion of the
compromise of the ES Key and (or) use of the System
without the Client’s consent, but not later than one day,
following the day of receipt from the Bank of the
notification on the made operation directed in the order
established hereby.

7.5. Upon receipt from the Client of the notification
specified in item 7.4 hereof, after the funds have been
debited from the Client’s bank account, the Bank shall
immediately send to the money transfer operator servicing
the funds recipient a notification on the suspension of the
funds transfer to the bank account of the funds recipient
(further - the suspension notification) in the form and in
the manner prescribed by the regulatory act of the Bank of
Russia.

7.6. In case of receipt from the Bank of the notification on
suspension before transfer of money to the bank account
of the recipient of means the operator on transfer of money
servicing the recipient of means is obliged to suspend for a
period of up to five business days from the date of receipt
of such notification transfer of money to the bank account
of the recipient in the amount of transfer of money and
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cpeacTB Ha OaHKOBCKHMH CUET HOJIydartelns CPEACTB B CyMMe
nepeBojia  JCHEXXHBIX  CPEACTB W HE3aMeIUINTEIIbHO
YBEIOMHUTH IOJIy4aTelisi CPEJCTB B MOPSAKE, YCTAHOBICHHOM
JIOTOBOPOM, 3aKJIIOYCHHBIM C T[OJy4aTeJeM CpelCTB, O
MIPUOCTAHOBJICHUM  3a4YKMCJICHUS JICHEXKHBIX CpPENCTB |
HEOOXOAMMOCTH MPEACTABICHUS B Tpelenax YKa3aHHOTO
CpOKa JOKYMEHTOB, HOATBEPXIAIOMINX OOOCHOBAaHHOCTh
MIOJTy4eHHS TIEPEBEACHHBIX ICHEKHBIX CPEACTB.

7.7. B cmy4ae mpencTaBieHUs B TEUCHUE TIATH pabounx JHEH
CO JHS COBEPLICHHUS ONEpaTOpOM IO TNEPEBOIY ICHEKHBIX
CPEICTB, OOCITY>KHBAIOIIUM IIONydaTelsl CPEICTB, ICHCTBUIA,

IPEeJyCMOTPEHHBIX IMyHKTOM 7.6 HacTtosmux OOmux
YCIIOBHH, HoJyJareneM CPEICTB JIOKYMEHTOB,
MIOJITBEPKAIOIINX 000CHOBaHHOCTb MOJTyYeHUS

MIEepEBEICHHBIX JICHE)XKHBIX CPEACTB, ONEPaToOp MO HEePEBOAY
JICHE)KHBIX CPEICTB, 00CITYKXHMBAIOIIUII TIOJTydaTens CPeiCTB,
00s513aH OCYILECTBUTH 3a4yHCIICHHE JCHEXXHBIX CPEICTB Ha
OaHKOBCKHI1 CUET ITOJIydaTesisi CPEACTB.

7.8. B ciiyuae HempencTaBICHHS B TCUCHHE IATH PabOdMX
JIHEH CO MHS COBEpIICHHUS ONEepPaTOpOM IO IIEPEBOLY
JICHEKHBIX CPENCTB, OOCIY)KUBAIOLIUM IMOJTy4YaTelsl CPEACTB,
JIOKYMEHTOB, IIOATBEPIKIAIOIINX 000CHOBAHHOCTD MOJTyYCHHS
MepEeBEICHHBIX JICHEXKHBIX CPEICTB, OMEPaTOp IO MEPEBOAY
JICHEeKHBIX CPEACTB, OOCITYKHBAIOIIUK MOJIydaTels CPEACTB,
00s13aH OCYILECTBUTh BO3BPAT ACHEKHBIX CpeACTB baHKy He
Ho3AHee ABYX pabodmx JHEH Iocie UCTeYEeHHs YKa3aHHOTO
ISTHAHEBHOTO cpoka. baHk 00si3aH OCYIIECTBUTh 3a4KCICHUE
JICHEeXKHBIX CPEICTB Ha OaHKOBCKuil cueT KimeHta He
MO3/IHEE IBYX JHEH CO JHS X ITOJyYCHUS.

7.9.B cimysae monydeHus ot baHka yBemomuieHHs O

MIPUOCTAaHOBJICHUN IoCJIC OCYHIICCTBJICHUA 3a4YUCIICHUA
ACHCIKHBIX CPCACTB Ha OaHKOBCKHUI CUET nojrydaresid CpeacTB
OIiepaTop 10 nepesony JCHCKHBIX CpCACTB,

00CITyXHMBaIOIINI TOy4aTeNsl CPEICTB, OOs3aH HANpaBUThH
BaHky yBemomJieHHME O HEBO3MOXKHOCTH IPHOCTAHOBICHMSA
3aYUCIICHUS JEHE)KHBIX CPEICTB Ha OaHKOBCKHH CUeT
MoJydyaTenst CpeiacTB Mo ¢opmMe W B TOPSAAKE, KOTOPBIE
YCTaHOBJIEHbl HOpMAaTUBHBIM akToM banka Poccuu. bank He
HECeT OTBETCTBEHHOCTH Tmiepen KimeHToM 3a YOBITKH,
BO3HHUKIIME B pe3yJbTaTe HAJUIeKALIETO HCIIOJHEHHS
0053aTENIbCTB, YCTAaHOBJICHHBIX TyHKTamum 7.6 — 7.8
Hactosmux OOmuUX yCIoBUH.

7.10. bank HacTosmmM yBemomisier KimeHTa, 9To B ciydae,
korna KimeHT Oyner BbICTyNaTh IOJydaTeleM JEHEXKHBIX
cpencTs, a baHk, COOTBETCTBEHHO, OyAET BHICTYIATh OAaHKOM
MOJy4aTenst CPencTB, K IpaBooTHomeHusM CTopoH OynyT
IIPUMEHEHbI TIOJIOKEHHUs] IMYyHKTOB 7.5 — 7.9 HacTosAmmx
OOummx ycnoBuil.

immediately notify the recipient of means in the order
established by the agreement concluded with the recipient
of funds about suspension of transfer of money and need
of submission within the specified term of the documents
confirming validity of receipt of the transferred money.

7.7. In the case of submission within five business days
from the date of the transfer of funds by the operator
serving the recipient of funds, the actions provided for in
item 7.6 hereof, the recipient of the funds of the
documents confirming the validity of the receipt of the
transferred funds, the operator of the transfer of funds
serving the recipient is obliged to transfer the funds to the
bank account of the recipient.

7.8. In case of failure to submit within five business days
from the date of the money transfer operator, serving the
recipient of funds, documents confirming the validity of
the receipt of the transferred funds, the money transfer
operator, serving the recipient of funds, is obliged to make
a refund to the Bank no later than two business days after
the expiration of the specified five-day period. The Bank
is obliged to transfer funds to the Client’s bank account
not later than two days from the date of their receipt.

7.9. In case of receipt from the Bank of the notification on
suspension after implementation of transfer of money to
the Bank account of the recipient of means the operator on
transfer of money serving the recipient of means is obliged
to send to the Bank the notification on impossibility of
suspension of transfer of money to the bank account of the
recipient of means in the form and in the order which are
established by the regulatory act of Bank of Russia. The
Bank shall not be liable to the Client for losses arising as a
result of the proper performance of the obligations set out
in items 7.6 — 7.8 hereof.

7.10. The Bank hereby notifies the Client that in the event
that the Client will be the recipient of funds and the Bank,
respectively, will be the recipient’s bank, the provisions of
items 7.5 — 7.9 hereof will be applied to the legal relations
of the Parties.

8. BO3HATPAXIEHWE M NOPAAOK ErO YN/IATbI / FEE AND PROCEDURE OF THE FEE PAYMENT

8.1. Ommara noakmouyenus Kimenrta k  Cucreme,
KOHCYJIFTAlMM €r0  COTPYAHHUKOB, YCTAHOBKHM CHCTEMBI
TEIeKOMMYHHUKAINHA, CHCTeM 00paboTKH, XpaHEeHUS U

3aIIUThl WH(GOpPMAIWH, OIUIaTa WHBIX YCIYT, OKa3BIBAEMBIX
bankoMm, ocymectBisieTcss KiueHTOM B pa3mepe U CpOKH,
ycraHoBneHHbIe Tapudamu banka u Jloroopom.

8.2. bank ocymiectBiser noakmodeHne Knuenta k Cucreme,
a TaKKe NOJKIIOYCHHE COOTBETCTBYIONIMX YCIyr Ha
CIeyIONuiA pabounii [eHp Tocie omiaTel KimeHToM yciayr
banka 3a Tekyuuit mecsil.

8.1. The payment for connection of the Client to the
System, for consultation to its employees, for installation
of the telecommunication system, system of processing,
storage and protection of the information, the payment for
the other services being rendered by the Bank hereunder
shall be effected by the Client in the amount and within the
term stipulated by the Bank’s tariffs and the Agreement.
8.2. The Bank shall connect the Client to the System on
the following business day after the payment by the Client
of the Bank’s services for the current month.
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8.3. Kimenr o00s3an0 oOecreuntsh HEOOXOIUMEBIH OCTaTOK
JICHEXKHBIX CPEICTB HAa CBOMX cuyeTax B baHke, NOCTYIHBIX
JUIs cricaHusi baHkoM, He mo3faHee MocienHero pabodero
JHS TEKYIIEro Mecsla s B3UMaHus baHKOM IUIaThl 3a
OKa3bIBa€MbI€ YCIIYTH B CIEIYIOIIEM MecsLIE.

B cmysae wHeBbmomHeHus KimeHTOM — 00s3aTeNbCTBa,
YKa3aHHOTO B HACTOSIIEM IIYHKTE B YCTaHOBIICHHBIH CpOK,
Bark npuocranaBnmBaeT npueM IaTexxHeIx D1 Knmenra B
CucrteMe 10 MOMEHTA TMOCTYTIICHHS TIOJTHOW OIDIATHI Ha CYET
banxa.

Ecmu mepron HeommaTel coctaBisieT Ooinee 2 (IBYX) MecsIeB
noapsia, JloroBop mpekpaiiaer cBoe JIeHCTBHE.

8.4. KnueHT HACTOSAIIMM YIIOJTHOMOYHBACT BaHK CIHCHIBATH C
JMOOBIX CBOMX CUETOB, OTKpHITHIX B banke, 0e3 ero
pacmopshKeHHsl JIEHEXHBbIE CpeAcTBa B  OIUIATy  YCHYT,
OKa3blBaeMbIX M0 HacTosuemy JloroBopy, B pasmepe u
CpoKH, onpesiercHHbIe Tapudamu banka u JloroBopom.

8.3. The Client shall ensure the balance on its accounts
with the Bank not later than the last business day of the
current month for the payment of the fee to the Bank for
the Bank’s services hereunder to be rendered within the
next month.

If the Client fails to perform its obligation indicated in the
present paragraph at maturity, the Bank shall suspend
acceptance of the Client payment ED in the System until
the moment of crediting the funds in full to the Bank’s
account.

If the period of non-payment is longer than 2 months in a
row, the Agreement will become ineffective.

8.4. The Client hereby authorizes the Bank to charge from
the Client’s accounts without the Client’s order the funds
to pay for the services being rendered hereunder (under the
Agreement) in the amount and within the term determined
by the Bank’s tariffs and by the Agreement.

9. OTBETCTBEHHOCTb CTOPOH / LIABILITY OF THE PARTIES

9.1. CropoHbl OCBOOOKTAIOTCS OT OTBETCTBCHHOCTH 32
HEHCIIOJIHEHHE WIH HEeHaJyIexariee HCIIOJTHEHUE
oOs3arenscTB 1o JloroBopy B ciydyae BO3HHKHOBEHUS
00CTOSATENBLCTB HEMPEOIOIUMON CHIIbI (opc — Maxkop).
OcBoboxmenne KimeHTa OT OTBETCTBEHHOCTH B CiIydae
OTKITIOYCHHS DJICKTPOIHEPTHH, TOBPEKACHUS JMHUN CBS3H,
aBapuu W JAPYTHX SBJICHUH, B PE3yNbTaTe KOTOPBIX CBSI3b
Mexny bankom n KimentoM Oplia HapyiieHa, MOXET UMETh
MECTO TOJIKO B TOM CIIydae, €CIId OH HCIIOJh30Ball BCE
BO3MOKHOCTH JIOCTaBHUTPH IIIATEKHBIC NOKYMEHTH B BaHK c
KypbepoM Ha OyMa’KHBIX HOCUTEJISAX.

9.2. Kaxmas CropoHa HeceT OTBETCTBEHHOCTh 32
coJep)KaHWe, B TOM 4YHCJIE JOCTOBEPHOCTh, Jitoboro D/,
nonuca#Horo ero DI

9.3. baHk He HeCeT OTBETCTBEHHOCTH 3a HEHUCIIOJIHEHHE WIIN
HEHaJUIe)Kalee WCIONHEHHEe CBOMX O00s3aHHOCTEH  TIO
Horosopy, ecimu B Cucreme mpomsomien cOOi BCIEACTBUE
HEWCTIPABHOCTH  TEPCOHAJBHOTO KoMIbloTepa KomeHTa
(BKiIrOYas KOMMBIOTEPHBIM BUPYC) WM HEHCIPABHOCTU
KaHAJIOB CBSI3H, MPEJOCTABICHHBIX TPETHIMH JIHIIAMH.

Bark He HeceT OTBETCTBCHHOCTH 3a  IOCICICTBHSA
HCTIOTHEHUS pacTopsKeHHUH, BBIJIAHHBIX
HEYMOJHOMOUYCHHBIMH JIMIIAMH, a Talkke B TeX CIydasx,
KOTJla C HCIOJB30BaHUEM NPEIYCMOTPEHHBIX OaHKOBCKUMHU
npaBuiiaMu u JloroBopom npouenyp bank He MOr yCTaHOBUTH
¢dakta  BbIauM  pacrnopspbkeHuss  (HampasieHust  OJ)
HEYIMOIHOMOUYEHHBIMH JTULIAMHU.

9.4. CropoHa, HECBOEBPEMEHHO COOOIMBIIAs O CIy4ae
Kommpomeranuun Kiroua 3II, HeceT cBsi3aHHBIE C 3TUM
YOBITKH.

9.5. B cmywyae Bo3HUKHOBeHusi ymepOa CropoHa, He
UCTIONHMBIIAS  (HEHA/UIeXKalMM  00pa3oM  HCIIOJHHBIIAs)
obs3arenscTBa 0 JIoroBOpYy, HECET OTBETCTBEHHOCTH MeEpen
npyroit CtopoHol 3a Bo3HHKIIKE yOBITKH. [Ipm oTCyTCTBHH
JIOKa3aTeNbCTB HEHUCTIOTHEHHS (HeHaAMeKAIIero
ucnonHeHus1) CTopoHaMu 00s3aTENBCTB 1O HACTOSIIEMY
JloroBopy, puck yosiTkoB HeceT Ctopona, moanucasias 11
3O/1, ucrioTHEHHE KOTOPOTO MOBJIEKIIO 3a CO001 YOBITKH.

9.6. baHk He HeceT OTBETCTBEHHOCTh B CIIydasx (PHHAHCOBBIX
MOTePh, MOHECEHHBIX KIIMEHTOM B CBS3HM C HapyUICHHEM H
(wM) HEHaJNIeKAIlMM HCIIOJIHCHHEM WM TpeOOBaHHH IO

9.1. The Parties shall not bear any responsibility for failure
to fulfil their liabilities or improper fulfilment their
liabilities hereunder, if such a failure has been caused by
force-majeure circumstances.

In the event of power disconnection, damage of
communication channel, damages and other accidents due
to which connection between the Bank and the Client has
been broken, the Client can be released from the
responsibility only if the Client has done its best to present
the payment documents on a paper carrier to the Bank with
a messenger.

9.2. Each party is responsible for the content including
authenticity of any ED signed with its ES

9.3. The Bank is not liable for failure to fulfil their
liabilities or improper fulfilment their liabilities hereunder
if a lineout in the operation of the System has arisen due to
the Client’s personal computer trouble (including an
infection with a computer virus) or faultiness of the
communications channels provided by the third parties.
The Bank is not liable for the consequences of the
execution of the orders issued by non-authorized persons
as well as in case when the Bank is not able to determine
the fact of issuance of the order by non-authorized persons
using the procedures stipulated by the Bank’s rules and by
the Agreement.

9.4. The Party to have untimely informed about the case of
the Compromise of the ES Key is liable for the losses
arisen due to that fact.

9.5. In case of occurrence of any damage the Party to have
failed to perform (not properly performed) its obligations
under the Agreement is liable towards the other Party for
the losses. If the evidence about the failure of the
performance (not proper performance) of the Parties hereto
is absent, the risk on the losses is borne by the Party that
signed with the ES that ED the execution of which entailed
the losses.

9.6. The Bank shall not be liable in cases of financial
losses incurred by the Client in connection with violation
and (or) improper fulfillment by him of requirements for
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3aliUuTe OT BPEAOHOCHOI'0 KOJa (BI/Ipyca) KIIMCHTCKHUX

yCTpOMCTB, rae wucnonb3yercs Cucrema, a TaKke 3a
KOMIIPOMETAIIHIO ayTeHTU(PHUKAIOHHON u
UACHTH(UKALMOHHOM nHpOpMAaIHy, UCIIONb3yeMOH

Knuentom ans poctyna k Cucreme, MpoOU3OLIEANIYIO HE TIO
BuHE baHka.

protection against malicious code (virus) of client devices
where the System is used, as well as for the compromise of
authentication and identification information used by the
Client to access to the System that occurred through no
fault of the Bank.

10. NOPALOK PA3PELLEHMA PASHOI/TACUI NP OBMEHE 311 / DISPUTE SETTLEMENT PROCEDURE
DURING THE ED EXCHANGE

10.1. B ciryuae BOZHUKHOBEHHS pa3HOTIIacHi pu oomene D /]
mo [loroBopy, CropoHa o00s3yeTcsi HampaBUTh JPYrou
CTOpoHE COOTBETCTBYIOIIYIO IPETEH3WI0 B INHCHMEHHOH
dopme.

10.2. Iomyuus mnperensuto, Apyras CrtopoHa o0si3yercs B
teuenne 10 (Jecarn) paboumx gHEH C AaThl TOJyYEHUS
NPeTeH3UH MNpPOMH(POPMHUPOBATH B NHCBMEHHOH (Qopme
CropoHy, HampaBHUBIIYI0 MPETEH3UIO, O pe3ynbTaTax ee
paccMOTpEeHHS.

10.3. CropoHa, HampaBuBIIAs MpeTeH3WI0, B TedeHue 10
([ecatn) paboumx IHEH TmOCIE MOMYYEHHUs NHUCHMEHHOTO
OTBETa Ha TMpeTeH3ui0 OT Jpyrod CTOpPOHBI, OJDKHA
paccMOTpeTh MpEICTaBICHHBIE OOBACHEHUS M IMCHMEHHO
yBeIOMHTH JIpyryto CTOpoHY 00 OTKa3e OT MPETEH3UH WU O
HECOTJIACHH C PE3YJIbTaTaMU €€ PACCMOTPEHHS.

B cnygae HenomydeHus apyrod CTopoHOH B TeueHHE
YKa3aHHOTO CpOKa YBEAOMJICHHS 00 OTKa3ze OT MpEeTeH3HU
WIM O HECOTNacHM ¢ pe3yjlbTaTaMH €€ pPacCMOTPEHUs,
MIPETEH3Us CYUTACTCSI CHATOM, a CIIOp — YperylInpoBaHHbBIM.
10.4. Ecnu CropoHa, HalpaBHBIIIas NPeTeH3HI0, HE COTJIacHa
c pesynbraTaMu ee paccMoTpeHusi, CTOpOHBI 00s3aHbI B
teuenue 5 (Ilaru) pabounx mgHEH C MATHI TMONXYYEHUS IPYToit
CTOpoHOH yBeIOMIIEHHS O HECOTJIACHH C pe3ylbTaTaMH
paccMOTpeHHsI TPETeH3WH C(HOPMHPOBATH  HKCICPTHYIO
KOMHCCHIO JISl pacCMOTpEHHs cropa (Jajee Mo TeKCTy —
«Komuccusy).

10.5. Kommuccust  co3gaercss U3 YHOJIHOMOYEHHBIX
npencraButeneit Ctopon B coctaBe 5 (Ilstm) unenos. B
Komuccuto  Bxomar 3  mpencraButens banmka u 2
npencraButens Kinenra.

10.6. B cimyuae yximoHeHus: ogHoi n3 CTOpPOH OT y4acTus B
pabore Komuccuu, npyras CTopoHa BIpaBe caMOCTOSTEILHO
MIPUBJIEYh SKCIEPTOB, yKa3aHHBIX B 1. 10.8. Hacrosmux
OOmux ycJIOBHH, AJIsl pACCMOTPEHUS CIOpa ¢ 00s3aTeNbHBIM

NIpeABapUTENbHEIM  yBEAOMJICHHEM 00 3TOM  ApYroi
CTOpOHBI.
10.7. Texuuueckas JKCIepTU3a CIIOPHOTO E)I!

ocymectpisgercs Komuccueid B nomemenuun Knuenra, rae
HaxoauTcs kommbloTep Knuenra, ¢ [P anpeca kotoporo Obut
noanucaH cropHeid D/, ecnin baHKOM He peKOMEHIyeTcs
HHOE.

10.8. Croponbl BmpaBe mpuBIeKaTh K pabore Komwuccum
COTJIACOBAHHBIX HKCIEPTOB B 00JIACTH 3aITUTH HHPOPMALIUH.
CTOPOHBI COTTIACHBI C TEM, YTO B KaU4ECTBE IKCIIEPTOB, MOTYT
MIPUBJIEKATHCS CIAEAYIOLIME OPTaHU3alMU:

. paspaborunk CrcTeMsl;

. pa3paboTUYMK CpeNCTB KPUNTOrpapUIecKOr 3aluThI
nadopmannu (CK3N);

. Hentp ®enepanpHOil ciny)kO0bl 0€30MacHOCTH IO
JINLIEH3UPOBAHUIO, cepTu(UKaINU u 3aIInTe
roCyJIlapCTBEHHOMN TalHblI;

. COTPYAHUKH DenepaabHOTO areHTCcTBa

10.1. In the event of arising disputes during the ED
exchange hereunder the Party shall send to the other Party
the relevant claim in written form.

10.2. Having received the claim, the other Party shall
inform the Party which sent the claim about the result of
consideration of the claim within 10 (ten) business days
from the date of the receipt of the claim.

10.3. The Party to have sent the claim within 10 (ten)
business days from the date of the receipt of the written
reply to the claim from the other Party shall consider the
received explanations and notify the other Party about the
waiver of the claim or disagreement on the result of its
consideration.

If the other Party haven’t received notice about the waiver
of the claim or about the disagreement on the result of its
consideration within the stipulated term, the claim is
considered is withdrawn and the dispute is settled.

10.4. If the Party to have sent the claim doesn’t agree to the
result of the consideration of the claim, the Parties shall
form expert committee for the dispute consideration
(hereinafter referred to as the “Committee”) within 5 (five)
business days from the date of the receipt by the other
Party the notice of disagreement on the result of
consideration of the claim written reply to the claim.

10.5. The Committee shall be formed consisting of
authorized representatives of the Parties and composed of 5
(five) members. The Committee includes 3 representatives
of the Bank and 2 representatives of the Client.

10.6. In case of evasion by one of the Parties from
participation in the Committee work the other Party is
entitled to involve the experts indicated in item 10.8.
hereof for consideration of the dispute with obligatory
prior notification about that to the other Party.

10.7. Technical examination of the arguable ED shall be
executed by the Committee in the Client’s premises where
the Client’s computer with IP address from which the
arguable ED was signed is located, if the Bank doesn’t
recommend otherwise.

10.8. The Parties are entitled to involve to the Committee
work agreed experts on information protection. The Parties
have agreed that the following expert companies might be
involved:

. vendor of the System;

. vendor of cryptographic information protection
facilities (CIPF);

. the Center of the Federal security service on
licensing, certification and official secret protection;

. employees of the Federal Agency for Government

Communications and Information;
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MIPaBUTEILCTBEHHOH CBSI3U U MH(POPMAIUH;

. WHbIE CepTU(QHUIUPOBAHHBIE OSKCIEPTH B 00JIACTH
CpeAcTB KpunTorpaguyeckor 3amuTel HHOOPMALIUH.
CTOpoHBI COTrJIacCHBI € TEM, UTO OIUIaYMBaTh YCIYTU
MIPUBJICYEHHBIX JKCIIEPTOB B 00JIACTH 3aIIUTH MH(OpMaLUK
nomxaa CTOpOHa, NpeIbSIBUBIIAS IPETCH3HIO.

10.9. Kommuccnst 00s13yeTcst MPUCTYITUTH K paboTe He TO3THEe
pabodero nHS, CIETYIOMETO 3a JTHEM e (hOpMUPOBaHHS.
10.10. Ynen Komuccuu co ctopoHsl baHka B mpucCyTCTBUH
OoCTalbHBIX uJeHOB Kommccunm cHuMaeT o0pa3 Ancka c
KoMmmbioTepa, ¢ IP anpeca KOTOpOro OBLT MOATIHCAH CIIOPHBINA
ON.

10.11. Ynen Komuccuu co cTopoHs! baHka B IpUCYTCTBHH
octanbHeIX uileHoB Komuccunm mposepsier, uTO Ha
KoMmIistoTepe, ¢ [P ampeca KoTOporo ObLT MOANKMCAH CIIOPHBIH
O/1, He HapylIeHa LEJIOCTHOCTh POTPAMMHOT0 00eCIeYeHUs
(B pesymbrare  cOOeB  ammapaTypbl,  BO3JICHCTBHS
KOMITBIOTEPHBIX BHPYCOB, B TOM YHCIE IOJIYYECHHBIX Uepe3
Wnrepner). Jng aHanusa HaIW9IHsS KOMIBIOTEPHBIX BUPYCOB
UCTIONB3YeTCs AHTUBHPYCHOE IPOTpaMMHOE oOOecredeHue,
pekomeHayeMoe  baHKOM,  MO3BOJSIONIEE  IPOM3BECTH
MIPOBEPKY Ha BUPYCHI 0€3 3arpy3KH ONEPA[IOHHONW CHCTEMBI
komnbroTepa Kinnenra.

10.12. B cmydae, eciau LENOCTHOCTh HPOTPaMMHOIO
obecrieuennsi Ha KommeloTepe, ¢ [P aagpeca xoToporo ObL1
nmojanucaH cHopHelf 3/, He HapylleHa, TO AEHCTBUS,
ykazaHHble B 1. 10.14 — 10.18 mactostux OOmux ycioBuii,
BBITIONTHSIOTCS Ha KommbloTepe, ¢ [P agpeca kortoporo Obu1
MOANHKCAH cIOpHBIN D /1.

10.13. B cnywyae, ecau LENOCTHOCTh IPOrPaMMHOIO
obecrieuennsi Ha KommeioTepe, ¢ IP agpeca xotoporo ObLI
MOANHKCAH crOopHbI D/, HapyleHa, TO NeHCTBUS, YKa3aHHbIE
B m 10.14 — 10.18. wHacrosammx OOmMUX YCIOBHUI
BBINOJHAIOTCS HA APYrOM KOMIBIOTEpE, NPEIOCTABICHHOM
Knuenrowm.

B ciydae, mpeayCMOTpEHHOM B HACTOSIIEM ITyHKTE, YJICH
Komuccun co ctoponsl baHka B MPHUCYTCTBHH OCTaJIBHBIX
YJICHOB Komuccnn yCTaHaBIIMBAEeT MIpOrpaMMHOE
obecrieuenne  CucreMbl  Ha  JIpyroM  KOMIIbIOTEDE,
npenocraBieHHOM KieHToM (CBOOOJHOM OT BHPYCOB H
MPOTPaMMHBIX ~ 3aKJaJO0K),  HWCIOJIB3Ys I 3TOTO
CTaHAAPTHYIO TIPOLENYPY YCTAHOBKH [UISl TIOJITBEPKACHHS
pabotocioco6HOCTH CHCTEMEI.

10.14. Ynen Komuccuu co ctopoHsl baHka B IpUCYTCTBUH
OCTalbHBIX ~ wieHOB  Kommccmnm ¢ HCHOJNBb30BaHUEM
YCTaHOBJIEHHOTO MpPOrpaMMHOT0 obOecrieueHus: CHCTEMBI
pacnieyatsiBaet cropueiii DI ¢ uaentudukatopamu I Ha
OyMa)KHOM HOCHTEJIE.

10.15. Ynen Komuccun co cTopoHsl baHka B HpUCYTCTBHH
OCTaJbHBIX WIeHOB Komuccnn ¢ MOMOIIBIO YCTaHOBJICHHOTO
nporpaMMHoro  obecnedenuss CHCTEMBl  pacrieuaThIBaeT
JNEHCTBYIOIIME HAa MOMEHT MOANMCAaHUSA CHOpHOro O]
Ceprudukatsl Kiroueit nposepku 11, ncrions3ys KiroueBble
Hocutenu Kinenra.

10.16. UYnenst Komuccuum cpaBHHBAIOT pacleyaTaHHbIE
Ceprudukatsl ximodeii nposepku D11 ¢ COOTBETCTBYIOMINMHU
MOJNUCAaHHBIMA  3K3eMIuisipamMu  CepTH(UKATOB  KIFOUYeH
npoBepku OII, panee mnepenanubiMu Kimentom banky
cormacHo 1. 3.2.4 Hactosmmx OOImKX yCIOBHIA.

Uiensl Komuccuu nposepsitoT:

- cpok peiictBua moxmucaHHeIx CeprudukatoB Kiowa
mpoBepxu OIT;

- coBmazeHue B pacredaTaHHbIXx Ceprudukarax Kiroueit

. other  certified experts on
information protection facilities.

cryptographic

The Parties have agreed that the service to be rendered by
the involved experts shall be paid by the Party which
presented the claim.

10.9. The Committee shall start to work not later the
business day following the day of its forming.

10.10. The member of the Committee on the Bank’s side in
the presence of the other members of the Committee shall
copy a disk image of the computer with IP address from
which the arguable ED was signed.

10.11. The member of the Committee on the Bank’s side in
the presence of the other members of the Committee shall
check that the software integrity of the computer with IP
address from which the arguable ED was signed has not
been disrupted (due the failures of the equipment, an
impact of computer viruses, including those obtained via
the Internet).

For the analysis of the computer antivirus presence the
software, recommended by the Bank, shall be used which
allows to execute a virus scan without downloading the
Client’s computer operating system.

10.12. If the software integrity of the computer with IP
address from which the arguable ED was signed has not
been disrupted, the actions indicated in items 10.14 — 10.18
hereof shall be executed on the computer with IP address
from which the arguable ED was signed.

10.13. If the software integrity of the computer with IP
address from which the arguable ED was signed has been
disrupted, the actions indicated in items 10.14 — 10.18
hereof shall be executed on another computer provided by
the Client.

In the case stipulated in this paragraph the member of the
Committee on the Bank’s side in the presence of the other
members of the Committee shall install the software on the
other computer provided by the Client (free from viruses
and program bookmarks) using the standard installation
procedure for confirmation of the operation of the System.

10.14. The member of the Committee on the Bank’s side in
the presence of the other members of the Committee shall
print out the arguable ED with identifier on a paper carrier
using the software installed.

10.15. The member of the Committee on the Bank’s side in
the presence of the other members of the Committee shall
print out the Certificate on the ES verification key that was
valid at the moment of the signing the arguable ED using
the Key carriers of the Client.

10.16. The members of the Committee shall compare the
printed out Certificates on the ES verification key with the
corresponding signed originals of the Certificate on the ES
verification key given to the Bank earlier according to item
3.2.4 here.

The members of the Committee examine:

- the validity of the signed originals of the Certificates on
the ES verification key;

- coincidence of the expression of the ES verification key
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mpoepku O M COOTBETCTBYIOIIMX  HOJMMCAHHBIX
Ceprudukarax  Kiroweld — mpoBepku OIl  naHHBIX
npencrasnenus Kitoua nmposepku OII B mecTHaanaTepUIHOM
BUie U AaHHBIX uaeHTHdukaTopa Kimtoua nposepku D11
10.17. Ynenst KoMuccun mnpoBepsOT COBNAJCHUE NAaHHBIX
nneatudukaropa Kimroga mnposepku OII cmoproro 3/,
pactnegaragHoro u3 Cuctemsl, ¢ uaeHTHPHUKatopoMm Kitoga
nposepkn  OII,  copepxamumMcs B paclieyaTaHHOM
Ceptudukare Kiroua nposepku OI1.

10.18. Ilo pewenuto Komuccum xommbrotep, ¢ IP ampeca
KOTOporo ObII moAmucaH cropHeii ]I, ormedaTsiBaeTCs
Komuccueit ¢ Lenp0  HEBO3MOXKHOCTH  JajIbHEHIIEro
MOJKIIFOUYEHHUsS] K HEMY BHEIIHUX YCTPOMCTB, HEBO3MOXKHOCTH
BKJIIOYEHUS  MHUTAHUS  KOMIIBIOTEpA U HUCKIIOUCHUSA
BO3MOKHOCTH JIOCTYIIA K JKECTKOMY JUCKY KOMIIBIOTEpA.
10.19. Ilperen3us KnmeHTa cuuTaeTrcs CHATOHW, a cIHOp
yperyJiupoBaHHbBIM B MoJIb3y baHka, eciu:

10.19.1. KimmenT otkassiBaetcs popmupoBaTh Komuccuto ms
OCYIIIECTBIICHHSI TEXHUUECKOH 3KCIIEPTU3HI;

10.19.2.  unenst Komuccum co crtoponsl Kimenra
OTKa3bIBAIOTCS OCYIIECTBIATh TEXHHYECKYIO OSKCHEPTH3Y
corlacHO Tpouenype, m3moxkeHHod B m. 10.7 — 10.18
HACTOSAIIEro pasjena.

10.19.3. mo pesynbraTaM TPOBEACHHOH TEXHUYECKOU
SKCHEepPTU3bl YCTAHOBJIEHO, YTO HAa MOMEHT IOANHCAHUA
criopaoro JJ1 Kimrou mpoBepku Il ObLT IEHCTBUTENCH;
naHHele  mpexactaBneHus  Kmiowa  mpoeepku Ol B
LIECTHAALATEPUYHOM BUJIE M JaHHble HAEHTH(UKATOpa
Kiroua mposepkn OIl B pacmewaransbix CepTudurarax
Kirouert mposepkn JOI1 m moamucanabix CepTudurarax
Kiroue#t nposepku JI1 coBmanu.

10.20. Coop cuuTaeTcs yperyjaupoBaHHbIM B IOJb3Y
Knmenra, ecnu mo pesysnbraraM NMPOBEICHHON TEXHHYECKOH
9KCTIEPTU3Bl YCTAaHOBJICHO, YTO HAa MOMEHT HOATHCAHUSI
cropHoro JJ1 cpok geictBus Kiroua mposepku OII mcrek
nw/unu  naHHele npencraBieHus Kiroua mpoepku OIl B
IIeCTHAAIATEPHYHOM BHAE M JaHHBIE HICHTU(HUKATOPA
Kmroua mposepku OII B pacnedaranssix CepTuduxarax
Kiroueit mpoepku OI1 u moxanucanubix Ceprudurkarax
Kiroua mposepku OI1 He coBnany.

10.21. Bcee peifctBus, npeanpuHumaemble Komuccueil nns
BBISICHEHUSI CIIOPHOW CHTYaIMH, a TAK)Ke BBIBODI, CACTaHHbIC
Komuccueit, 3anocsrcs B [lpotokon Komuccun.

IMporoxon Komuccun m0mKeH coxepxkaTh —CIedyIoIue
JIaHHbIE:

. JIaTy ¥ MecTo cocTaBieHus IIporokona;

. BpeMs Hauana U okoH4aHHs padoTel Komuccny;

. coctaB Komuccuu;

. KpPaTKOE M3JIOKEHHE OOCTOSATENbCTB BO3HUKIICH
CIIOPHOM CUTYyallUH;

. noapobHoe OTHCaHHe MEpPOTPHUSITHH,

ocymecTBisieMbIXx Komuccueit st yCTaHOBIICHUSI TPUYHH H
MOCJICACTBUI BO3HUKIIEH CIOPHOM CUTYalIUH;

. BBIBOJBI, K KOTopbiM mpumnuia Komuccus B
pe3yibTare NpOBEACHHBIX MEPOIIPUSITHI;

. 0 HamMuuu (OTCYTCTBHH) OCOOOTO MHCHHS UJICHOB
Komuccuu;

. MOAIHUCH Bcex wieHoB Komuccuu.

B cayuae, ecnu BbIBOj wieHa Komuccuu He coBmagaer c
BBIBOJIOM )IpyFI/IX YJICHOB KOMI/ICCI/II/I, yKa3aHHBIﬁ YJICH
Komuccuu 00s13yetcs n3noxuTh 0coboe MHEHUE MUChMEHHO,
KOTOpOE  TOAMHCHIBAETCS  COOTBETCTBYIONIUM  HJIEHOM
Komuccuu u npuknaneiaercs k IlpoTokomy.

at hex and the data of the identifier of the ES verification
key in the printed out Certificates on the ES verification
key with the ones in the corresponding signed Certificates
on the ES verification key.

10.17. The members of the Committee examine
coincidence of the data of the identifier of the ES
verification key of the arguable ED with the identifier of
the ES verification key in the printed out Certificates on
the ES verification key.

10.18. By the decision of the Commission the computer
with IP address from which the arguable ED was signed
shall be sealed in order to prevent any possibility to
connect any external devices to it, to switch it on and to
eliminate any possibility of the access to the hard drive of
the computer.

10.19. The claim is considered withdrawn and the dispute
is solved in favour of the Bank, if:

10.19.1. The Client refuses to form the Committee for the
technical examination execution;

10.19.2. the Committee members on the Client’s side
refuse to execute the technical examination procedure
according to the items 10.7 — 10.18 hereof;

10.19.3. on the results of the technical expertise it has been
determined that during the signing of the arguable ED the
ES verification key was valid; the expression of the ES
verification key at hex and the data of the identifier of the
ES verification key in the printed out Certificates on the ES
verification key match with the ones in the corresponding
signed Certificates on the ES verification key.

10.20. The dispute is considered solved in favour of the
Client, if on the results of the technical expertise it has
been determined that during the signing of the arguable ED
the ES verification key was invalid or/and the expression
of the ES verification key at hex and the data of the
identifier of the ES verification key in the Certificates on
the ES verification key printed out don’t match with the
ones in the corresponding signed Certificates on the ES
verification key.

10.21. All the actions taken by the Committee for the
dispute clarification as well as the conclusions made by the
Committee shall be recorded in the Committee Minutes.
The Committee Minutes shall contain the following
information:

. date and place of the Minutes composition;

. time of the commencement and completion of the
work by the Committee;

. composition of the Committee;

. brief description of the dispute;

. detailed description of the actions carried out by

the Committee to establish the reasons and consequences
of the dispute arose;

. conclusions made by the Committee as a result of
the executed actions;

. existence (absence) of the special opinion of the
Committee members;

. signatures of all Committee members.

If the opinion of a Committee member doesn’t match with
the opinions of the other Committee members that
Committee member shall write his/her special opinion
which to be signed by the Committee member and attached
to the Minutes.
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10.22. TIporoxon Komuccuum coctaBisiercss Ha OyMaKHOM
HOCHTENE B JIByX OSK3EMIUIIpax, HMEIOIINX OJMHAKOBYIO
CHUITY, OIMH dK3eMIUIsIp Juist banka, npyroi — st Kiuenra.
10.23. IIporoxon Komuccum sBiseTcs OKOHYATEIbHBIM H
nepecMoTpy He MoJIeKUT. BreiBoabl Komwuccun sBisitorcs
obs3arensHBIMEA 17151 CTOPOH.

IIporoxon  Komuccuum — sBASE€TCS  OCHOBAHHEM
NpPEeNbsBICHAS NPETeH3WH K  JIHLaM,
BO3HHUKHOBEHHH CIIOPHOM CHTYaLlUH.
IIporoxon Komuccun sBIsSETCS 0KA3aTE€IbCTBOM IIPU
JanpHeleM pa3oupaTenbCTBe CIopa B CyAe.

IS
BHHOBHBIM B

10.22. The Committee Munities shall be made on a paper
carrier in two copies being of the same force, one copy -
for the Bank, the other copy — for the Client.

10.23. The Committee Munities is final and is not the
subject to any appeal. The Committee conclusions are
obligatory for the Parties.

The Committee Munities shall be the ground for
presentation of the claims to the persons by whose fault the
dispute has arisen.

The Committee Munities shall be a prove during the
further litigation in court.

11. NPOYUE NONOKEHUA / MISCELLANEOUS

11.1. JoroBop BcTymaeT B CWJIy B MOMEHT aKIemnTa
Bbankom HanpaBieHHoro KineHTOM B cooTBeTcTBHHU C Mm.2.3
Hactosamux OOMUX ycIoBHi 3asBICHUS HA MPEIOCTABICHHUC
yenyr «Kimuent-bank» (iBank 2) AO “/lern36ank MockBa” u
MpeKpaIaeT cBoe JCHCTBHE B YCTAHOBIICHHBIX 3aKOHOM HIIH
JoroBopom mopsizke.

Jrobas CropoHa MOXKET OTKa3aThCsl OT HWCIIONHEHHS
JloroBopa ¢ MHCHPMEHHBIM YBEIOMIJIGHHEM 00 3TOM IPYTOH
Croponsl 3a 15 (IlatHamuaTe) KaJeHIApHBIX MOHEH 10
KelaeMoll JaThl ero MpeKpalieHus, a TakkKe B JPYTHUX
Cllydasix, IpeAyCMOTPEHHBIX [loroBopoM.

B canyuae npekpamenuss neiictBus  JoroBopa baHk
otkirogaeT Kinenrta ot CucteMsl (3a HCKIIIOYEHHEM CITydaes,
KOIJla OTHOILIEHHS CTOPOH COXPaHSIOT CHIY Ha OCHOBaHHU
HWHOTO COTJAIICHHS CTOPOH, PETYIUPYIOMETO UCIIOIE30BAaHIE
cuctemsl «KnueHT-baHky).

11.2. Vsmenenus B Hactosmue OOmme ycimoBus u Tapudbr
BHOCATCS B TIOpPSAIKE, YCTAHOBJICHHOM B 11.6.4.7 OO0mux
YCTIOBUH.

11.3. Ecnm kxakoe-nmubo u3 mojokeHWH Hactosmux OO6mux
ycinoBuil wiau  JloroBopa CTaHOBUTCS HEAEUCTBUTEIBHBIM,
Jpyrue nojoxeHus Hacrosmmx OOmmx ycnosuii/Jlorosopa
OCTaIOTCS B CHIIE.

11.4. bamk w KiMeHT HacTOSMIMM TOATBEPXKIAIOT, YTO
bankom Bemercs 3amuch Tene(OHHBIX IEPErOBOPOB  C
KnmentoMm, u 3amuch yKa3aHHBIX Pa3TOBOPOB OyIET UMEThH
IOPUINYECKYI0 CHIy W OyJeT HCIONb30BaHA B KadecTBE
JIOKA3aTeNbCTBA B CYJIE TIPH Pa3PEIICHUN CIIOPOB.

11.5. K HactosmmMm OOmMM YCIOBHAM TpPHJIATalOTCd U

SBISIFOTCSL ~ MX ~ HEOThEMJIEMOM  YacThi0  CIIEIYIOIIHE
MPUIOKCHUSI:
11.5.1. TlepedeHp yciayr, OKa3bIBa€MBIX JUISI 3aIlUTHI

nnpopmanuu (ITpunoxenue Ne 1);
11.5.2. Tlamsarka KimeHty o Mepax HHGOPMAIMOHHON
6e3onacHoctu mpu oomene D1 (ITpusoxxenue Ne 2).

11.1. The Agreement comes into force at the moment of
acceptance by the Bank of the Application for the
provision of services "Client-Bank" (iBank 2) of JSC
"Denizbank Moscow" sent by the Client in accordance
with clause 2.3 of these General Terms and terminates in
accordance with the procedure established by law or the
Agreement.

This Agreement may be terminated by any Party with 15
(fifteen) calendar days prior notice to the other Party about
its intention to terminate it as well as in the other cases
stipulated in the Agreement.

In case of the Agreement termination the Bank shall
disconnect the Client from the System (except for the cases
in which the relations of the parties remain in force under
another agreement between the parties to be concluded to
regulate the “Client-Bank” system use).

11.2. Changes to the General Terms and Tariffs are made
in accordance with the procedure established in clause
6.4.7 hereof

11.3. If any provision hereof or of the Agreement is null
and void, the other provisions hereof/ of the Agreement
shall be considered valid.

11.4. The Bank and the Client hereby confirm that the
Bank keeps a record of telephone conversations with the
Client and the recording of such conversations will have
legal force and will be used as evidence in court in
resolving disputes.

11.5. The following annexes are attached hereto and are
integral part hereof:

11.5.1. The list of the services to be rendered for the
information protection (Annex 1);

11.5.2. Informational letter to the Client about measures on
informational security during the ED exchange (Annex 2).
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Mpunosxkenne/Annex Neol.

MepeyeHb ycnyr, okasbiBaemMblx ana sawmtel MHPopmaumm / The list of the services to be rendered for
the information protection

Ilepeuyens ycayr,
OKa3bIBaeMBbIX /151 3aLUTHI HHGOpManun

The list of the services
to be rendered for the information protection

1. Onpenenenusi, ICIOIb3yeMbIe B HacTosAmeM [IpuiokeHnH:

1. Definitions being used herein:

1.1. Venyra mo 3ammrte OIl — 3ammimeHHoe XpaHEHHE U
HEU3BJICKAEMOCTh (HEBO3MOXHOCTh CUHTBHIBAHHS) CEKPETHOTO
kmoua Ol ¢ ucmonp3oBaHueM KiroueBoro Hocutens — USB-
TOKEHA.

1.1. Service on digital signature protection means protected
storage and anti-handling (impossibility to read) of
confidential key of digital signature with application of the
Key carrier — USB-token device.

1.2. Ycnyra mo JOTMONHUTENBFHOW 3allUTe C HCIIOIH30BAHUEM
yerpoiict 1o 3amure 11 (MAC-token, OTP-token u 1.11.) —
IByx(akTopHas ayTeHTH(UKAIMs KIUESHTa M JIOTOJHUTEIbHOE
NOATBEPXKICHUE  IUIATE)KHBIX  IOPYYEHHH HAa  CyMMY,
NPEBBILAIONIYI0  yKa3aHHYl0  KimeHToM,  OJHOpa30BBIMHU
NapoJISIMU C UCIOJIb30BAHUEM YCTPOHCTBA — TOKEHA.

1.2. Service on additional protection with use of devices for
the protection of ES (MAC token, OTP token, etc.) means a
two-factor authentication of the Client and additional
confirmation of payment orders for amount increasing that
indicated by the Client, by one-time passwords with
application of token device.

1.3. Ycnyra mo JOMONHUTEIBHON 3alllUTE C UCIOJIh30BAHUEM
SMS  w/mmm  push-yeemommenuit  —  aByX(akTopHas
ayreHTH(UKanusa KimeHTa 1 JOMOTHUTENEHOE TOATBEPKICHIE
TUTATEKHBIX TIOPYICHUI Ha CyMMY, IPEBBIMIAIONIYIO YKa3aHHYIO
Kiuentom, ofHOpa30BEIMH MAapOJISIMH C HCIIONB30BaHUEM SMS
Wi push-yBemomiieHuid, MOJIYYEHHBIX U3 CICUHATIBHOTO
MOOMIIEHOTO TIPHIJIOKEHUS.

1.3. Service on additional protection with SMS and/or push
notifications use means a two-factor authentication of the
Client and additional confirmation of payment orders for
amount increasing that indicated by the Client, by one-time
passwords with use of SMS or push notifications received
from the special mobile application.

1.4. Ycnyra mo MHQOPMHPOBAHHUIO 00 OINEpamusX MO CUETY C
ucrnosipzoBanueM SMS u  e-mail -  gomomHuTensHOE
undopmupoBanre Kinenra o6 omepauusx mo cyery u padore
CucTeMsl.

1.4. Service on informing about operations on account with
use of SMS or e-mail means additional informing the
Client about operations on account and work of the System.

1.5. Yenyra no IP-dunbTpanun anpecoB — yCTaHOBJICHHBIC B
Cucreme orpanuueHus Ha 3amannble Kmmentom IP ampeca, ¢
KOTOPBIX ~BO3MOkeH jgoctyn B Cucremy, uW/wiid Ha
reorpaduueckoe MECTOIOJI0KEHHE YCTPOWHCTB, c
UCIIOJIB30BAaHUEM KOTOPBIX MOXKET OCYIIECTBIATHCS MOATOTOBKA
U (wn) noarepxkeHre KIIMEHTOM 3JIeKTPOHHBIX COOOIICHHUI.

1.5. Service on IP-filtration of addresses — restrictions on IP
addresses specified by the Client from which access to the
System is possible and/or on geographical location of
devices set in the System that can be used for preparing and
(or) confirming electronic messages by the Client.

1.6. Vcayra ycTaHOBJIEGHHS JHMHTa II0 OINEpaldsIM —
YCTaHOBJICHHE MAaKCHUMAaJbHOH CYMMBI IIEpeBOJA JCHEKHBIX
CPEICTB 3a OJHY OIEpanuio W (WIH) 32 OIpelNeIeHHBIH B
Cucreme mepwoa BpeMeHH (JMMHT HA JeHb, MECAI, Ap.) —
BO3MOXKHOCTh YCTAaHOBJICHUS JIIMHTA, TIPH TIPEBBIIICHUN
KoToporo CHUcTeMa OTKaXeT B OCYIIECTBJICHUHU TIepeBOA.

1.6. Service for setting transfer limits — setting the
maximum amount of money transfer by one operation and
(or) by a period of time stipulated by the System (limit per
day, month, etc), if exceeded, the System will refuse to
make the transfer.

1.7. VYcnyra orpaHuueHHs IO IEPEYHIO IPEJOCTaBIIIEMBIX
YCIyT, CBSA3aHHBIX C OCYIIECTBICHHEM MEPEBOJOB JECHEXKHBIX
CPeICTB — orpaHHueHue 1o Habopy npas Knmenra Ha paboty ¢
TUIIAMH JOKYMEHTOB.

1.7. Service of limit for all services related to the
implementation of money transfers — limitation in the rights
of the Client to work with document types.

2. B Cucreme wucnomssyercs OIl, cooTBeTCTByOIas
MpU3HAKaM, YCTAHOBJICHHBIM 3aKOHOM JUIS  YCHJIEHHOH
HekBanuduimpoBannoit DI1 € ucnonbzoBannem Ceprudukara
Kmroua mposepku  3II, BblAaBa€MOro  yAOCTOBEPSIOLINM
LIEHTPOM KOPIIOPAaTHBHON MH(OPMAIIMOHHON CHCTEMBI.

2. ES being used in the System meets the requirements set
for the reinforced non-qualified electronic signature with
use of the certificate of the verification key of an electronic
signature issued by certificatory center of corporate
informational system

3. 3amura nHPOPMAIMK OCYIIECTBISETCS ITyTEM:

. npegocrabieHus Yciyru no 3amute Ol u Yemyru no
JIOTIOJTHUTENNGHON 3allUTe € HCIOJIb30BAaHHEM YCTPOMCTB 110
zawmute D11 nnun

. npenocTaBieHus Yciyru 1o 3amute OI1 u Yeayru mo
JIOTIOJTHUTENILHON 3allluTe ¢ MCHoib30BanneM SMS u/umu push-
YBEIOMIICHU;

. MPEeNIOCTaBICHUsT YCIYTH MO0 HHOOPMHUPOBAHUIO 00
OTepaIsX M0 CUETY ¢ UCmosb3oBanreM SMS mu e-mail;

3. The protection of the information is executed by means
of:

. rendering Service on digital signature protection
and Service on additional protection with use of devices for
the protection of ES or

. rendering Service on digital signature protection
and Service on additional protection with SMS use;
. rendering Service on informing about operations

on account with use of SMS or e-mail;
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. npepocrasyieHus Ycnyru o |P-¢punbsrpanuu agpecos;
. NIPEJOCTaBIICHHUSI YCIIYTM YCTAQHOBJICHHS JIMMHTA II0
orepanusm;

. MIPEOCTaBJICHNsT YCIYI'd OrpaHWYEHUs! 110 IEPEYHIO

MPEJOCTABIIAEMBIX ~ YCIIYT, CBS3aHHBIX C OCYIICCTBICHHEM
MIEPEBOJIOB JICHEKHBIX CPEICTB.

BaHKk OKa3plBaeT COOTBETCTBYIOIIUE YCIYTM Ha OCHOBAaHUH
3assnenns Kinenra.

. providing a Service on IP-filtration of addresses;

. providing a Service of setting transfer limits;

. provision a Service of restrictions on the list of
services provided related to the implementation of money
transfers.

The Bank renders the relevant services according to the
Client’s application.
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Mpunosxkenne/Annex No2.

MamATka KaneHTy o Mepax nHbopMaLmMoHHoN besonacHocTi npu obmene 3/ / Informational letter to
the Client about measures on informational security during the ED exchange

1. Mepol, neobdxooumsle 011 _odecneueHus 0e30nacHOCmU

1. Measures necessary to ensure information security of

2J1eKMPOHHBIX NOORUCEIL:

electronic signatures:

1.1. Ha xommpioTepe, ¢ KOTOpOTO MPOWU3BOAMTCS padoTa,
IOJIDKHO ~ OBITh ~ YCTAaHOBJCHO  TOJBKO  JIMIICH3MOHHOE
IporpaMMHOE OOecTiedeHre. YCTaHOBICHHOE MPOTPAMMHOE
obecnieuerne (cucrema «Kmment-bank», omnepanuoHHas
cucrema, Web-6paysep) 10KHO PeryIsapHO 0OHOBISTHCS.

1.1 On the computer that is used for work, the licensed
software only shall be installed. The installed software
(“Client-Bank” system, operational system, web
browser) shall be updated regularly.

1.2. JlomwxHa OBITH YCTaHOBJEHA CHCTEMa AaHTHUBHPYCHOM

1.2 Anti-virus protection system recommended by the

3alUTBI, peKkoMeHayemas banmkom, ¢  perymipusivu | Bank shall be installed. Anti-virus protection system
OOHOBJICHHUSIMHU. shall be updated on regular basis.
1.3. Jlns  moamucaHus  3jeKkTpoHHoro  jgokymenra | 1.3. Two signatures shall be used for signature of the

PEKOMCHAYCTCA UCTIOJIB30BATh ABE NOAIMUCH.

electronic document.

1.4. Jocryn B cucremy «Kimenr-bank» nomkeH OBITh
pasziesieH MeXay ABYMs PasHBIMH KOMITBIOTEPAMH: Ha OJTHOM
U3 HHX JOJDKEH OCYIIECTBIATHCS BBOJ JJICKTPOHHOTO
nokymeHTta B cuctemy «Kimenrt-bank», a Ha apyrom -
MOJINTMCAHUE JIIEKTPOHHOTO JOKYMEHTA 1 €T0 OTIPaBKa.

1.4. The access to “Client-Bank” system shall be
separated between two different computers: entering of
the electronic document shall be executed with the first
one; signing and transmission of the electronic document
shall be executed with the second one.

1.5. Bcee 3arpyxaembie u3 MHTepHeTa (hailyiel 1 mporpaMMsl
JIOJDKHBI IIPOBEPATHCS HA HAJTMUUE BUPYCOB.

1.5. All files and the programs to be loaded from the
Internet shall be checked on the presence of the viruses.

1.6. PekomeHayeTCsl MCHONB30BAaTh NPOrpaMMHBIE CPENCTBa
OJIOKMPOBKH CETEBBIX aTak (TIepCOHAIBHBII/KOPIIOPATUBHBIM
CeTeBOil 3KpaH).

1.6. It is recommended to use the software tools for block
network attacks (the personal/corporate  network
firewall).

1.7. 3ampemiaercsi WCMONB30BaTh ChEMHBIE HOCHUTEIH H
KOMIIAKT JUCKH, KPOME KITFOUCBBIX HOCUTEIICH.

1.7. Tt is forbidden to use removable carriers and CD’s
except for the key carriers.

1.8. Pexomenyercs HCTIOJIb30BaTh
POrpaMMHOE obecrieuenue,
HCIOJIb30BAHHE ChEMHBIX HOCHUTEIIEH.

CIeLHaabHOe
KOHTpOJIUpYIoLIee

1.8. It is recommended to use special software to control
the use of removable carriers.

1.9. 3ampemmaercss MCNONIBb30BaTh KIIOYEBBIE HOCHTENN Ha
MHBIX KOMIIBIOTEPAX, 3a HCKIIIOUeHNEM KoMItboTepa Kimenra,
IpeiHa3HaYeHHOTo JuIsl paboTsl ¢ cucteMoi «KiueHt-baHky.
3ampemaercss paborate B cucreme «KmueHt-baHK»
OOIIEIOCTYIIHBIX KOMIIBIOTEPOB, HAIpUMeEp, U3 HHTEPHET-
kade.

1.9. It is forbidden to use the key carrier on the other
computers, except for the Client’s computer destined for
work with “Client-Bank” system.

It is forbidden to work with “Client-Bank™ system from
the computers available to all, for example, at an
Internet-cafe.

1.10. Tlomp3oBaTenp Kir0Ya 3IEKTPOHHOH IMOJIMHCH JTOJIKEH
OCYIIECTBIISITH BXOJ B cucremy «KiueHT-baHk» TOJBKO ¢
MTOMOIIBI0 COOCTBEHHOTO KJIIOYEBOTO HOcHTENs. Bo Bpems
paboThl KITIOYEBOW HOCHUTENh TOIKIIOYAETCS K KOMIIBIOTEDY,
mocie pabotel B cucteme «Kiment-bank» HeoOxXoauMo
3aKpbITh IIPOrPaMMy, OTKIIIOUUTh KIIIOUEBOH HOCHUTENb OT
KOMIBIOTEpa U YOpaTh ero B celi() WU B 3aupaeMbIil mKad.

1.10. The electronic signature key user shall login to
“Client-Bank™ system only with his/her own key carrier.
During work the key carrier to be connected to the
computer, after completion of work with “Client-Bank”
system the program shall be closed, the key carrier shall
be disconnected from the computer and put into a safe or
in a locked case.

1.11. 3ampemaercsd  OCTaBISATh  KIIOYEBBIC  HOCHUTEIHU

1.11. It is forbidden to leave the key carriers connected to

OOAKIIOYCHHBIMHU K KOMIIBIOTEPY, €CJIN pa60Ta B CUCTEMC

the computer if work in “Client-Bank™ system has been

«Knanent-baHky 3aBeplieHa.

completed.
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1.12. CnegyeT UCKIIOYUTH AOCTYI HEYNOJHOMOYEHHBIX JIHIL
K KJIIOYEBBIM HOCHUTEISIM M MHBIM YCTPOHCTBAM CHUCTEMBI
«Knnent-bank», BKIto4as ycTpoiicTBa MO JOMOJHUTEIBHOM
samure OI1. He paspemaercs ocTaBiIsITh KIIOYEBbIE HOCUTEIH
U MHbIe ycTpoicTBa cucteMsl «KnuenT-bank» nexamuMu Ha
paboyeM MecTe BO BpeMs OTCYTCTBHSI IOJIb30BaTels KIrOua
3JIEKTPOHHON NOJIUCH.

1.12. It is necessary to exclude any access of
unauthorized persons to the key carriers and other
devices of «Client-Bank» system, including devices for
additional protection of ES. It is not allowed to leave the
key carriers and other devices of “Client-Bank” system
on a workplace during the absence of electronic signature
key user.

1.13. JIns pa6otsr cuctembl «KimeHT-Bank» momkHA OBITH
MpeyCMOTpEHa OT/eNbHAs y4YeTHas 3aluCh Uil KaXIOro
MOJIb30BATENSl  OMEPAlMOHHOW CHCTEMBI KOMIbBIOTEpA C
OrpaHUYCHUEM TIPAB MOJIb30BATEIS.

1.13. For work with “Client-Bank” system a separate
registration account for each user of the computer
operational system with restriction of the rights of the
user shall be created.

1.14. CrnenyeT NCKIIIOYNTH AOCTYII JIULI, HE YIOJTHOMOYEHHBIX
pabotars ¢ cucremoit «Kmuent-baHk», K KOMIBIOTEpYy, Ha
KOTOpOM ycTaHOBJeHa cucteMa «KinneHT-baHk».

1.14. It is necessary to exclude any access of
unauthorized persons to work with "Client-Bank" system,
to the computer on which “Client-Bank” system is
installed.

1.15. 3ampemaercs gocTyn K BHEmHNM VIHTepHET
pecypcam (caiiTaM), HETNOCPEICTBEHHO HE CBSI3aHHBIM C
paboroit cucrembl «Knuent-bank», ¢ KommbIOTEpa, Ha
KOTOPOM yCTaHOBIIeHa cucTema «KimueHt-baHky.

1.15. It is forbidden to use the computer on which
“Client-Bank” system is installed for any access to the
external Internet resources (sites) which are not
connected directly with work of “Client-Bank” system.

1.16.  3ampemmaercs  yCTaHaBIMBAaTh  HPOTPAMMBI U3
HEJIOCTOBEPHBIX  HMCTOYHHMKOB, OTKpPbIBaThb  (ailibl  OT
HCU3BCCTHBIX OTHpaBHTeJ’Ieﬁ H 1Ip.

1.16. It is forbidden to setup programs from doubtful
sources, to open files from unknown senders and so
forth.

1.17. 3ampemaercs TmepeAaBaTh KIIOYH AJICKTPOHHOH
MOAIMCH COTpyIHHMKaM baHka mon kakum Obl TO HH OBLIO
HPEIUIOTOM.

1.17. It is forbidden to transfer the confidential
electronic signature keys to employees of the Bank,
under any pretext.

1.18. 3anmpemaercss HCHOJIB30BAaTh KIIOYEBOM HOCHUTENL B
ciyqae Kommpomeranmuu Kimroda 3J€KTpOHHOW monmucu. B
cnydae Kommpomeranuu Kio4a 3JCKTPOHHOW —IMOIMUCH
KnueHT 00s13aH  00€CTOYHMTh KOMITBIOTEP, Ha KOTOPOM
ycraHoBieHa CucTema, W HE3aMEJIUTEIBHO YBEIOMHUTH 00
sToM bank ¢ ykasaHueM  BJIOKMPOBOYHOrO  ClIOBa
3JIEKTPOHHBIM MUCHMOM o azapecy:
support.ru@denizbank.com u (unu) tenedony 8 (495) 725-
10-20 mo6. 194 u npousBectn BHEIITaHOBYIO 3aMEHY KITFOUeH
ANEKTPOHHOH ITOMITUCH.

1.18. It is forbidden to use the key carrier in case of the
Compromise of electronic signature key. In case of the
Compromise of electronic signature key the Client shall
disconnect the computer on which the System is installed
from electric power and notify immediately the Bank
with  providing the Lock word by e-mail:
support.ru@denizbank.com and (or) on phone 8 (495)
725-10-20 ext. 194 and make the Extraordinary change
of electronic signature keys.

1.19. O6¢cTosITENBCTBA, KOTOPEIE MOI'YT CBHAETEILCTBOBATEL O

1.19. Circumstances which can testify about the

Komnpomeranuy kiro4a dJIeKTPOHHOM OJIIHCH:

e yreps KiroueBoro  HocuTeNlss ¢ HOCICAYHOLIMM
oOHapyxeHHeM Wi 0e3;

e oOHapyxeHHe (hakTa HECAaHKIMOHHUPOBAHHOTO JOCTYIa K
KnroueBomy HOCHTENIO;

L] HapyHmeHue IpaBUjI XpaHCHU nu HCIIOJIb30BAHUA
KiroueBoro Hocurens;
e  oOHapyKeHHE BPEIIOHOCHOT'O POTrPaMMHOTO

o0ecrieueHHsT Ha KOMITBIOTEpE, HA KOTOPOM YCTaHOBJICHA
cuctema «Knuent-baHk» uim Ha HMHOM KOMIBIOTEpE,
BXOJSIIMM C HUM B JIOKQJIbHYIO CETh;

e oOHapyKeHWE HApYyNICHUS IEIOCTHOCTH TOMOJIOTHH
JIOKAJIBHOM CETH KIIMEHTa (BPEMEHHOE WIIH TIOCTOSHHOE);

e  oOHapy)XeHHE TIOMBITOK CETEBBIX aTaKk Ha KOMITBIOTEp, Ha
KOTOpOoM YycraHoBlieHa cucrema «Knuent-bank» wumm
WHOM KOMITIBIOTEP, BXOSIINI C HUM B JIOKaJIbHYIO CETh;

e  HEBO3MOXHOCTb Bxoja B cucremy «KmiueHnr-bank» mpu
Hanuuuu MIHTEepHeT coeMHeHus;

®  HEBO3MOXHOCTh Bxoja B cucremy «Knuenr-bank» B

Compromise of electronic signature key:

o loss of the key carrier with the subsequent detection
or without;

e  detection of unauthorized access to the key carrier;

e infringement of the rules on storage and use of the
Key carrier;

e  detection of the virus software on the computer on
which “Client-Bank” system is installed or on
another computer connected with it to the local
network;

e detection of any infringement of the integrity

topology in the local network of the Client

(temporary or constant);

detection of network attacks attempts to the

computer on which “Client-Bank” system is

installed or another computer connected with it to
the local network;

e impossibility to login in "Client-Bank" system if the
Internet connection is available;
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pe3yiabTaTe  HEABTOPH30BaHHOMW
KIIFOUE€BOTO HOCHUTEJIS,;

e HecradwibHOS (DYHKIIMOHMPOBAHUEC KOMIIBIOTEpa, Ha
KOTOpOM  ycTaHoBieHa cucremMa  «KimueHr-BaHk»
(MemnenHast paboTa, IPOU3BOJIBHAS TIepe3arpy3ka u Jp.)
WK €T0 BBIXOJ U3 CTPOS;

® TIOSABIICHHWE Ha dKpaHe COooOIIeHuii ¢ TpeboBaHWEM BBOJA

CMCHBI napoJisd

KOJIOB, maporei, HE MIPEyCMOTPEHHBIX
(hYyHKIMOHATIBHBIMU CBOWCTBaMH cHcTeMbl «KimeHT-
bank»;

e DDoS-araka Ha UT- uadpactpykrypy Knnenra;

®  HECOOTBETCTBHE IIOPSAAKOBBIX HOMEPOB  IUIATEXHBIX
HOPYYEHUH;

e B 1emix pabotel B cucrteme «Kiment-bank» nepexox mo
CCBUIKaM, HE NpHHAAJIeKANMM O(UIHMAIEHOMY CalTy
Banka wiu moprany iBank2.RU (www.ibank2.ru);

®  HHBIC OOCTOSTEIBCTBA.

e impossibility to login in "Client-bank" system due to
unauthorized change of the Key carrier password;

e unstable operating of the computer on which “Client-
Bank” system is installed (slow work, unauthorized
restart, etc.) or its failure;

e occurrence on the screen of the messages with
requirements to enter codes, passwords which are
not stipulated by the functional properties of
"Client-Bank" system;

e DDoS-atack to IT infrastructure of the Client;

e discrepancy of outgoing numbers of payment orders;

e with a view to work in "Client-Bank" system
transition under the references which are not belong
to the official site of the Bank or to the iBank2.RU
(www.ibank2.ru) portal;

e the other circumstances.

1.20. Heo6xommMo HeMEIJICHHO 3aMCHUTH/aHHYIHPOBAThH
KIIFOYH DJIEKTPOHHON NH(POBOA MOANHCH B CIydasX HX
KOMIIPOMETAIlMA WM TIOAO3PCHHS HAa KOMIIPOMETAINIo, a
TaKkKEe BO BCEX CIy4asX YBOJHHEHHS WIH CMEHBI JIHII,
JOMYIICHHBIX K 3THM KII0YaM, a TaKKe pPYKOBOIUTENCH
Kimenra, KoTOphIe MONICHIBAIIN PELICHUS (TOBEPEHHOCTH) O
JIONYCKe MOJb30BaTeNell K KIHoYaM JJIEKTPOHHOH IH(pPOBOM
IIOJIITKCH.

1.20. It is necessary to immediately replace/cancel the
electronic digital signature keys in cases of their
compromise or suspicion of compromise, as well as in all
cases of dismissal or change of persons admitted to these
keys, as well as the Client's managers who signed
decisions (powers of attorney) on the admission of users
to the electronic digital signature keys.

2. _Pucku, cesazanHHble _C__UCHOIb308AHUEM _ITNEKMPOHHBIX

2. Risks related to use of electronic signatures:

noonuceii:

CHCI[OBaHI/Ie BBIIICU3JI0KCHHBIM HpaBI/IJ'IaM IIOJIHOCTBIO
SBISICTCA ~ OTBETCTBeHHOCThEO ~ Kimmenta. Ecmm  mpm
paccieroBaHAN CIOPHOI CHTyanuu OyIeT YCTaHOBICHO, UTO
CIIOpHAsE CHUTyalWs BO3HHKIA BCIEACTBHEC WX HApPYIICHUS
Kmnenrom wwumm Kommpomeramum Kiroda  3JICKTPOHHOM
MOJINCH, OTBETCTBEHHOCTh 33 BO3HHKHOBCHHE CIIOPHOU
CUTyalliH ¥ COOTBETCTBYIOIIMH ymiepd Bo3maraeTcs Ha
Knuenra.

The observance of the rules set out above is the
responsibility of the Client. If during the investigation of
a dispute it is established that the dispute arose due an
infringement of the rules by the Client and (or) the
Compromise of electronic signature key, the Client shall
be liable for occurrence of the incident and the damage
related to it.
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