MOJIMTUKA AO «JEHN3BAHK MOCKBA»
B OBJIACTU OBPABOTKN U OBECTIEYMEHUA
BE3OMNACHOCTU NMEPCOHAJIbHbIX OAHHbBIX




AO «[leHnsoaHk MockBa» / Monutuka

MoapaspeneHne:  Cnyxb6a nHpopmaumoHHon 6esonacHoCcTH

HavmeHoBaHue: MonuTtuka B obnactn o6paboTtkm n obecneyeHns 6es3onacHoOCTU
nepcoHarnbHbIX AaHHbIX

1. OO6bwme nonoxeHus

1.1. AO «[eHnsbaHk MockBa» (ganee — baHK) B pamMKkax BbINOSIHEHUS CBOEW
OCHOBHOWN [eATeNnbHOCTU ocyllecTBnsieT 06paboTKy NepCcoHanbHbIX AaHHbIX Pas3fNYHbIX
KaTteropum cyObeKkToB NepCcoHasnbHbIX AaHHbIX: KaHAUOATOB Ha OOS/MKHOCTU, pabOTHUKOB,
KNMWeHTOB W Ap. U, COrnacHoO AencTByloLeMy 3akoHogaTensctBy Poccuickon denepaumn,
SIBNSIETCA ONepaTtopoM MNepCoHamnbHbIX AaHHbIX C COOTBETCTBYKOLMMM MpaBaMun W

00a3aHHOCTAMMU.

1.2. C uenblo noadepXaHus [enoBOM penyTaumm W BbINOSIHEHUA  HOPM
denepanbHOro 3akoHogaTenbcTBa baHk cuMTaetr BaxHom 3agaden obecneyeHue
nermTMMHoOCTM 06paboTKM NepcoHanbHbIX AaHHbIX B GM3Hec-npoueccax baHka, a Takke
obecnedyeHne Hagnexawero ypoBHs 6e3onacHocTu obpabaTtbiBaemMbix B baHke

nepcoHasribHbIX AaHHbIX.

1.3. Tpw opraHunsaumm n ocyLecTBneHnn obpaboTkn NnepcoHarnbHbIX AaHHbIX BaHk
pykoBoacTByeTcst TpeboBaHuammn denepanbHoro 3akoHa ot 27.07.2006 Ne 152-03 «O
NEepCOoHAanbHbIX AaHHbIX» W MPUHATBIMM B COOTBETCTBUM C HUM HOPMATMBHbLIMM
npaBoBbIMM akTamMu (ganee — 3akoHogaTtensctBO P® no Bonpocam 006paboTku

nepcoHarnbHbIX ,D,aHHbIX).

1.4. Kaxgbih paboTHuk baHka, HenocpeacTBEHHO oOcyllecTBnsawWwmm o0bpaboTky
NnepcoHarnbHbIX OAaHHbIX, AOMKEH OblTb O3HAKOMMNEH ¢ TpeboBaHMsIMM 3aKOHOAATENbCTBA
Poccuinckon ®epgepaummn Kk obpabotke m obecneyeHnto Ge30nacHOCTU MNepCoHanbHbIX
AaHHbIX, HacTosAwen [lonuTMKkon M APYrMMM HOPMATUBHLIMW AOKYMeHTamu baHka no
Bonpocam obpaboTkmn n obecneveHnss 6€30nacHOCTM NePCOHanbHbIX AAHHbIX 1 00s13aH UX

cobnopaThb.
2. CobnrogeHue NPUHUMNOB U YCIIOBUN 00paboTKn nepcoHanbHbIX aHHbIX

2.1. ObpaboTka nepcoHarnbHbIX AaHHbIX B BbaHke ocyLlecTBAsieTCAa Ha 3aKOHHOW n
crnpaBegsiMBOM OCHOBE W  OrpaHMYMBaETCA [OOCTMXKEHMEM KOHKPETHbIX, 3apaHee
onpefeneHHbIX M 3akoHHbIX uenen. O6paboTke nognexar TOMNbKO MNepCcoHarbHbIE
OaHHble, KOTopble oOTBe4YalT uenam wux obpaboTtkn. CopepxaHne wn o6bEM
obpabatbiBaembix B BaHke nepcoHanbHbIX OaHHbIX COOTBETCTBYIOT 3asiBIIEHHbIM LENsm

06paboTkmM, N3GLITOYHOCTL 06pabaTbiBaeMbIX AaHHbIX HE AOMYyCKaeTCs.
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2.2. Tpn obpaboTke nepcoHanbHbIX AaHHbIX B BbaHke obecneunBatoTcsi TOYHOCTb
NepCcoHanbHbIX AaHHbIX, MX OOCTATOMHOCTb WM aKTyanbHOCTb MO OTHOLIEHUIO K Lensm
06paboTkn nepcoHanbHbIX AaHHbIX. BaHk NpuHMMaeT Heobxoanmble Mepbl (0becneynBaeT

nx I'IpVIHFITVIe) no yganeHuno nnm yto4yHEHUO HEMNoJiHbIX U HETOYHbLIX OaHHbIX.

2.3. XpaHeHue nepcoHanbHbiX AaHHbIX B baHke ocywectendeTca B dgopwme,
No3BONSAOWEN onpeaenuTb CyObeKkTa nepcoHanbHbIX AaHHbIX, HE AOoNblue, Yem ITOro
TpebytoT Lenn o6paboTkn NepcoHarnbHbIX AaHHbLIX, €CNN CPOK XpaHEHMS NepCOHanbHbIX
AAHHbIX He YyCTaHoBnNeH denepanbHbiM 3aKOHOM, [OrOBOPOM, CTOPOHOM KOTOPOro,
BblrogonpuobpetareneM WnNu  nopyyutenemM, MO KOTOPOMY ABMAETCA  CyObekT
nepcoHanbHbix AaHHbiXx. ObpabaTtbiBaeMble nepcoHanbHble OaHHble noanexar
YHUYTOXEHUIO NMBO 0be3nuymBaHmio Nno OOCTUXKEHUU Lenen obpaboTku mnu B cnydae
yTpaTtbl HEOBXOOMMOCTU B LOCTWXKEHUM ITUX LENEW, eCcnvm MHOE He npeaycMOTPEeHOo

denepanbHbIM 3aKOHOM.

2.4. Llenn 006paboTkm nepcoHanbHbIX [AaHHbIX, COCTaB W coaepXaHue
nepcoHanbHbiX AaHHbIX, @ Takke KaTeropum cyObeKkTOB NepcOHarbHbIX AaHHbIX, YbW
AaHHble obpabaTtbiBaloTca B baHke, ykasaHbl B yBegomneHun baHka o6 obpaboTke
NepCcoHarnbHbIX OaHHbIX, HaMpPaBfEeHHOM B YMOSTHOMOYEHHbI OpraH no 3awuTe npas
CcybbekToB nepcoHanbHbIX AaHHbIX (POCkOMHaA3op), n noanexat o6HOBMNEHUIO B Criyyae
nx unameHenus. lNpun atom B baHke He ob6pabaTbiBalOTCs creuvanbHble KaTeropum

nepcoHarnbHbIX AaHHbIX U 6|/|omeTp|/|quKme nepcoHasribHble AaHHbIe.

2.5. baHKk B xoge cBOen OeATeNbHOCTU MOXeT NpefocTaBnaTb U (Unu) nopyyaTb
006paboTKy nepcoHanbHbIX AaHHBIX OPYroMy NnuLy C cornacus cybbekTa nepcoHanbHbIX
AAHHbIX, €CfM WHOe He npeaycMoTpeHo dedepasrnbHbiM - 3akoHOM. [lpu  aToM
obs3aTenbHbIM YCroBMEM NpefocTaBneHuns u (unu) nopyyvyeHns o6paboTku nepcoHanbHbIX
OaHHbIX  Apyromy nuigy  aBndetca  0643aHHOCTb  CTOPOH N0 coGnoaeHuto
KOH(maeHUManeHoCcTM N obecnedyeHnto 6e30MacHOCTU MepCcoHanbHbIX AaHHbIX MpU KX

obpaboTke.

2.6. baHk He pa3mMellaeT nepcoHaribHble [OaHHble cy6be|<Ta nepcoHarnbHbIX

JaHHbIX B O6LIJ,G,EI,OCTyI'IHbIX NCTOYHMKax 6e3 ero npeaBapuTesibHOro cornacug.

2.7. B BaHke ocyllecTBnsieTcs TpaHcrpaHMyHas nepeaaya nepcoHarnbHbIX AaHHbIX
(nepegava nepcoHarnbHbIX AaHHbIX HA TEPPUTOPUIO MHOCTPAHHOIO rocygapcTBa opraHy

BNnacTtun MHOCTpPaHHOIo rocygapcrBa, MHOCTPaHHOMY C*)I/I3I/I‘-IeCKOMy ajgy  unnm
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WHOCTPAHHOMY  OPUAMYECKOMY  JMLY)  WUCKIOYUTENbHO C  corfacusi  cybbekTa
NepcoHanbHbIX AaHHbIX, @ Takke B LensiX MCMONHEHUS OOroBopa, CTOPOHOW KOTOPOro

ABndeTcA Cy6'beKT nepcoHarnbHbIX aHHbIX.

3. PeanunsoBaHHble TpeboBaHuA obecne4yeHus 6e3onacHocTn

nepcoHaNnbHbIX AAHHbLIX

3.1. C uenbto obecneyeHnss 6e30MaCHOCTU NEPCOHanbHbIX AaHHbIX NpU KX
obpaboTtke B AO «[leHnsbank MockBa» baHk npuHMmMaeT HeobGxoauMble U OOCTaTOYHbIE
npaBoBble, OPraHN3auUNOHHbIE U TEXHUYECKME MePbI AN 3alMThl NePCOHarnbHbIX AaHHbIX
OT HENpPaBOMEPHOro WM Cry4YamHOro AOCTyna K HWUM, YHUYTOXEHUS, W3MEHEHMS,
ONoKMpoBaHUS, KOMMPOBAHWUS, MPEeaOCTaBfEHUsi, pPacnpoCTPpaHeHUs1 MNepCcoHanbHbIX
AaHHbIX, @ Takke OT WHbIX HEMNpPaBOMEPHbLIX OEWCTBMA B OTHOLUEHUW MNEPCOHAmNbHbIX

NaHHbIX.

3.2. baHKk npoBOAWT OLIEHKY Bpeaa, KOTOpbI MOXeT ObiTb NMpUYMHEH CcybbekTam
NepcoHanbHbIX OaHHbIX, U ONpeaensieT yrpo3bl 6€30MacHOCTN NepcoHanbHbIX AaHHbIX. B
COOTBETCTBUM C BbISIBNIEHHBIMM aKTyanbHbIMK yrpo3amu baHk npumeHsieT Heobxoammble n
[OCTaTOYHblE OpraHM3auMOHHble U TEexXHUYeckue Mepbl, BKMYawwme B cebs
ncnonb3oBaHue cpeacTs 3awmThl NHopMaLmnu, obHapyxeHue ¢hakToB
HeCaHKLMOHMPOBAHHOIO  [0CTyna, BOCCTAHOBMEHME  MNEPCOHarbHbIX  AaHHbIX,
yCTaHOBMNEHME NpaBun AOCTyMNa K NepcoHarnbHbIM AaHHbIM, @ Takke KOHTPOIb M OLEHKY

SCbeeKTMBHOCTI/I NnPUMEeHAEeMbIX Mep.

3.3. B baHke HasHauyeHbl nuua, OTBETCTBEHHbIE 3a OpraHu3auulo 0bpaboTku u

obecneyeHne 6€30MNacHOCTM NEPCOHANbHbIX AAHHbIX.

3.4. PykoBoactBo baHka OCO3HaeT BaXHOCTb M HeobxoguMmocTb obecnedeHus
6e30MacHOCTM NepcoHanbHbIX AAaHHbIX U OCYLLECTBSIET NOCTOSHHOE COBEPLLUEHCTBOBAHNE

CMCTEeMbI 3aLMTbl NepcoHarbHbIX AaHHbIX, 0bpabaTbiBaeMbix B baHke.
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